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Abstract

This document is the third of the Industry Council white papmealing with System Level
Electrostatic Discharge (ESD). The previous two white papers addressing system level ESD are the
|l ndustry Council 6s WP3 Part | and WP3 Part |1

In WP3 Part |, the misconceptions common in the understanding of system level E&@rbet
supplier anariginal equipment manufactur@@EM) were identified, and a novel ESD component

/ system cedesign approach called system efficient ESD design (SEED) was described. The SEED
approach is a comprehensive ESD design strategy for systefadeteto prevent hard (permanent)
failures.In WP3 Part Il this comprehensive analysis of system ESD understanding to categorize all
known system ESD failure types was expanded, and described new detection techniques, models, and
improvements in design rfasystem robustnes¥VP 3 Part Il also expands this SEED-dmsign
approach to include additional hard / soft failure cases internal to the system.

This third document on system level ESD takes this further while focusing on system a@ésting
portsand tke shortcomings of air discharge testing.

Part A of the document highlights the need of a consistent and standardized specification of 10 Port
contact discharge which is widely used in industry. This is supported by real world discharge
scenarios like cdb dischargeA well specifiedtesting procedure and thelatedtarget leveldor

IO port direct pin injection are the base for a SEED simulatiorcedasignapproach which can
commonly be executed by Klippliers andystemcustomers.

Part B addressesr dischargdesting,which is most relevant for field failsyhile its specification

in IEC 610004-2 and its practical application suffers from both missing repeatability and
reproducibility. In the first part, the arguments of maintaining air disehas@ relevant, mandatory

test method are explained. Various scenarios leading to real world discharge events which correlate
to IEC 6100&4-2 testing are analyzed in more detail. They can lead to soft and hard fails
reproducible by system ESD testing.c8edly, in this document new considerations to better
calibrate the air discharge test and reliably perform a repeatable air discharge test are given.
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Mission Statement

The Industry Council on ESD Target Levels was founded on its original mission to review the ESD
robustness requirements of modern IC productltav safe handling and mounting in an ESD
protected area. While accommodating both the capability of the manufacturing sites and the
constraints posed by downscaled process technologies on practical protection designs, the Council
provides a consolidate@commendation for future ESD target levels. The Council Members and
Associates promote these recommended targets for adoption as company goals. Being an
independent institution, the Council presents the results and supportive data to all interested
standadization bodies.

In response to the growing prevalence of system level ESD issues, the Council has now expanded
its mission to directly address one of the most critical underlying problems: insufficient
communication and coordination betwesyistem designers (OEMs) and their IC providers. A key

goal is to demonstrate and widely communicate that future success in building ESD robust systems
will depend on adopting a consolidated approach to system level ESD design. To ensure a broad
range of pespectives the Council has expanded its roster of Members and Associates to include
OEMs as well as experts in system level ESD design and test.

Preface

This white paper presents the recent knowledge of system ESD field events and air discharge testing
methods. Testing experience with the IEC 62@aD(2008) and the ISO 10605 ESD standards has
shown arange of differing interpretationsf the test method and its scope. This often results in
misapplication of the test methadd ahigh test result uncexinty. This white paper aims to explain

the problems observed and to suggest improvements to the ESD test standard and to enable a
correlation with a SEED IC/PCB eatesign methodologyThis white papers divided into a part

on direct pin stressing (Pak) andIEC 610004-2 testing of chassis and display which is typically

a type of air discharge (Part B). Part discussesthe necessary industry alignments and
standardization to support a unified SEED design procedure. Part B prthadgsut to improve

the calibration and test reliability ¢£€C 610004-2 in the air discharge mode.
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Disclaimers

The Industry Council on ESD Target Levels is not affiliated with any standardization body and is
not a working group associated with JEDEC, ESDA, JEITA, IEQELC.

This document was compiled by recognized ESD experts from numerous semiconductor supplier
companies, contract manufacturers and OEMs. The data represents information collected for the
specific analysis presented here; no specific components ensyate identified.

The Industry Council, while providing this information, does not assume any liability or obligations
for parties who do not follow proper ESD control measures.
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Glossary of Terms

AC alternating current

ADS Advanced Design System

ASIC application specific integrated circuit

CAN controller area network

CAT category

CDE cable discharge event

CDM charged device model

CST Computer Simulation Technology

DAC direct attach copper

DC direct curent

DNA deoxyribonucleic acid

DUP device under protection

DUT device under test

DVI digital visual interface

EOS electrical overstress

ESD electrostatic discharge

EUT equipment under test

FDTD finite-difference timedomain

FIT finite integration technique

GND negative voltage supply in digital logic, neutral voltage supply in analog
logic

HBM human body model

HCP horizontal coupling plane

HDMI high definition multimedia interface

H-M humanmetal

IBIS input/output buffeinformation specification

IC integrated circuit

IEC International Electrotechnical Commission

IEEE Institute of Electrical and Electronics Engineers

10 input/output

ISO International Organization of Standards

\Y currentvoltage

LAN local area network

LCD liquid crystal display

PC personal computer

PCB printed circuit board

PHY physical layer interface

PIFA planar inverted F antenna

PoE power over Ethernet

RC resistor capacitor network

RF radio frequency

RH relative humidity

RLC resistor inductocapacitor network

SEED system efficienESD design

SFP small formfactor pluggable

SPICE simulation program with integrated circuit emphasis
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TLM transmission line matrix

TVS transient voltage suppression
USB universal serial bus

UTP unshieldedwisted pair

uv ultraviolet

WB wet bulb

VCP vertical coupling plane
Definitions

EMC.: electromagnetic compatibility The condition which prevails when telecommunications
(communicatiorelectronic) equipment is collectively performing its individual gesd functions

in a common electromagnetic environment without causing or suffering unacceptable degradation
due to electromagnetic interference to or from other equipment/systems in the same environment
(MIL-STD-463A).

SEED: systemefficient ESD design Co-design methodology of eboard and oithip ESD
protection to achieve system level ESD robustness

Soft Failure:Failure of a system, not due to physical damage, in which the system can be returned
to a functional state without the repair or replacenoém component. Return to a functional state
may or may not require operator intervention. Operator intervention may include rebooting or
power cycling. Soft Failures can involve software issues and software fixes but in the context of
this document thewre primarily due to ESD events injecting unwanted signals into the system
which place the system into a state in which it does not function as intended.

Industry Council on ESD Targeevels 12



Executive Summary

The Industry Councipreviously published two white paper documethescribing the nature of
component levetlectrostatic discharg&SD) versus system level ESD, and the methods to ensure
efficient system level ESD robustne¥¢P3 Part 1, also known as JEP 161, established that there
is no correlation between componentiasystem level robustneasd introduced the concept of
systerrefficient ESD desigrknown as SEEDPwhile WP3Part 2 (JEP 162&)xpands othe concept

of SEED, which utilizessimulations to achieve desired system ESD robustness with minimal
impact on systa performance.

We present here White Paper 3 Part 3 that addressesaddlsystem level ESD testing and
suggests improvements to the existingernational Electrotechnical CommissiEC) 610004-

2 standardwidely used to test for ESD reliability of electronic syste Before presenting a
summary of this new white paper, highlights of the two previous white papers are reviewed to place
the challenges of system level ESD in a full perspective.

Review of WP3 Part 1 document highlights:

A The misconceptions common iretlinderstanding of system level ESD between supplier
andoriginal equipment manufacturer (OEM) were identified

A A novel ESD component / system-design approach called system efficient ESD design
(SEED) was described

Review of WP3 Part 2 document highlyhts:

A Comprehensive analysis of system ESD understanding to categorize all known system ESD
failure types and describe new detection techniques, models, and improvements in design
for system robustness.

A Discussed system ESD stress applicatimthods and introduces new system diagnosis
methods to detect weak ESD failure areas leading to hard or soft failures.

A Outlined presentlay stateof-the-art electromagnetic compatibility (EMC)/electromagnetic
interference (EMI) design prevention methodat thave been developed to prevent system
level ESD failure.

Introductory Note for WP3 Part 3:

While the two previous documents have set the stage for approaching system level ESD in a more
realistic manner, the nature of testing for the vestlablishedBEC 6100084-2 test method has not
adequately addressed all the challenges of testing from an ingreasety of modern electronic
systems. This third document on system level ESD is intended to be a comprehensive review of
more effective test proceduresd recommends them for consideration as pamnobverall
improved IEC610004-2 test method.

Overview of the Document:

As an important note, compilation of this document involved contributions from university and
industry experts and includes a survaythe most salient findings from published academic
research papers. The main goal is to derive the most importamhationandto leverage thiso
formulate recommendations to an overall improved system level ESD test method.

Industry Council on ESD Targeevels 13



What is the real motivation here?

All electronic systems, from mobile phones to large computers, need to be tested for robustness
from damage or upset from electrostatic discharge. System ESD testing is done using an ESD pulse
generator, often called an ESD gun. The vast ritgjof system level ESD testing follows the test
procedures and ESD pulse generator specifications defined in IEC-8L0QMnfortunately, even

when carefully following the procedures in IEC 61880, there is a high level of uncertainty in

the test redlts, and successfully passing the test requirements is often not a complete prediction of
ESD robustness in the field.

The uncertainty in system level ESD test results is often attributed to the large differences in the
calibration current waveforms wdhi can exist between ESD guns from different manufacturers,
even when all thESDguns meet the specifications in IEC 6160Q. But this is only a part of the
problem.

The reason the Industry Counbéisaddressdthis topic isregardingthe need for anore relevant

and reproducible systeBESDtest procedure to better correlatgegrated circui{lC) and board co

design approaches as discussed in WP3 Part 1 and Part 2. The Industry Council provides
recommendations based on technical data in this dodumiech can be used for further discussion

in standardization committees which are chartered with system level ESD test methods.

This White Paper explores the reasons for the high level of uncertainty in the test resultggropos
test procedure modifications to improve repeatability, reproducibility,predictability infield
performance. Modeling methods are also discussed which can give insight into system level ESD
testing and the design of ESD robust systems.

Organization of the Document

The document is divided o two main parts: Part A describdsect pin discharge, and Part B
considersdischarge tochassis andlisplay, also known asir discharge. Specifically, Part A
presents real world scenarios suckasedischargesvents (CDE) to introduce an extension to the
IEC 610004-2 standard on direct port discharg. To further facilitate thisreference circuit
models are described so tH8EED, as introduced in White Paper 3 Part 1, can be used more
effectively. Whereas Part B describes the shortcomings of the currently pratickstharge
methodand recommends improvements for calibration and test measurements.

Synopsis of Part A

For shielded connectarthe IEC 6100&4-2 standarddoes not specify direct pin stregsit this is
important for system qualification involving uncertain results, variations in individual set ups, and
repeatability of the results. This section promotemdustry wide alignment for the IEC 61040

2 standardo include direct pin discharge. Forinted circuit boardPCB) designs to address this
issue standard models for SEED are described.

In Part A of this documenthe approacts first to describe # realworld events Chapter ) that

must be understood, then detailing the diegiction method Chapter 2 and concluding with
information on the important target levels for theesgs Chapter 3. For these issues on direct pin
testing to be viewed in an analytical perspective, the ESD gun model détaalstér 4 and the
techniques of SEED simulation€l{apter % are also presented. An alternatearacterization
method using 56ns TLP is also introduced that can be directly applied to the IC as a way of
characterizingthe external pirhigh current 1V response One very important outooe of the

Industry Council on ESD Targeevels 14



investigations is that farniversal serial bu@JSB) cables meeting standard shielding requirements
a 2kilovolts stress ienough

Synopsis of Part B

After studying the air discharge test method, it is concluded thatletk of precisetest methods

and specifications led to extreme variability and uncertainty in qualification results. Removing this
method altogether is not an option since in thewaald events discharges to chassis do occur.
Details of this inadequacy and the subsetjueproved recommendations are given.

In Part B,the document focuses on improved test methods for displays using the air discharge
method. This includes a review of tbleallengesassociated with the IEE10004-2 test methods

and the test r €hbaptér td.slidprovements rtot tlzei calibratiensof the ESD
simulators for both contachode discharge and air discharge are suggeSteabfer 7. With the
extensive background of the test methods and the description of corresponding various
opportunities foimproved applications of these methods, the document recommendateiob

test improvementgghapter § Sypporting technical details of the work presented in this document
are given in the appendices at the end.

Nuances of System Level ESD Testing

The most important points of this document can be understood only after the real issues of system
level ESD rtustness are clearly stated and defined. This will also give a better understanding of
why the test method improvements recommended here are important to the industry.

System level ESD testing is performed using a combination of stresses to each dyistamav

powered, functional state. Contact dischargpisliedto condudtve surfaces by placing a pointed

tip of the ESD gun against the system and initiating an p88e Air discharge is performed on
insulatve surfaces, with emphasis on locationsguently touched by the user, such as keyboards

and touch screen displays, and locations where ESD can enter the system, such as seams, vent holes,
etc. In this test a rounded tim the ESD gun is charged to a high voltage and the gun is moved
toward thesystem under test until an air discharge occurs or the surface of the system is touched.

In the next test discharges are made to horizontal and vertical coupling planes near the device under
test to see if the fields generated by these stresses camh@psgitem.

It is important to note that test results from system level ESD testing can have a variety of results

1 System suffers no ill effects from the testing
1 Soft failure
0 System is upset but returns to normal operation withoutiniszrvention
0 System is upset but returns to normal operation after user intervention which may
require a reboot of the system
1 Hard failure in which there is permanent physical damage requiring repair.

The causes of testing uncertainty and failure to ptdiicl reliability covered in thisvhite paper
are numerous and will be summarized here in bullet form.
1 Important for both contact and air discharge

Industry Council on ESD Targeevels 15



o IEC 610004-2 compliant ESD guns have substantial variability in current
waveforms and power distributionin the RF spectrunbetween models and
manufacturers

o Number of stresses per discharge point (10) is insufficient to adequately predict soft
failures, which can depend on precise timing between the stress and system timing

o0 Testresults can depend aprevious stress if charge is not removed before the next
stress this phenomenonan lead t@secondary discharge

o Transient electromagnetic fields from ESD gamnsnot specified or limitedThis
leads to an uncertainty of $dhilure testing with different guns. Pulse to pulse
variation of the same gun can be eliminated by rzalfi testing.

Contact discharge

o Contact discharge igenerally morerepeatablethan air dischargdut does not
represent the real world whichtigically air discharge

o Discharge current waveform is only verified for a low resistance load

Air discharge
o There is no calibration procedure for ESD guns in air discharge
0 Test severity depends on arc length which is sensitive to a number of factors
A Humidity
A Approach speed
A Geometry
A Materials on each side of arc
Discharge to coupling planes
o0 Geometries specified in IEC 61042 are sometimes unrealistic for modern form
factors
Expanding the scope of IEC 61082
o Cable discharge event (CDE) is matluded
A There are a number of formsadble discharge eve(€DE)
A Cable quality can affect CDE

0 Tests conditions are not realistic for wearable deywegch could not have been
realistically anticipated in the earli#C 610004-2 specification creatim These
include itemssuch as smart watches or mobile phones held in a case attached to a
belt

Important Recommendations from This Work:
Somemportant recommendations axemmarized here for both contact discharge and air discharge

tests.

Direct Discharge

T
T
T

Establish industry wide alignment for direct discharge to ports

Corsider alternate 5@is TLP test with 2mperegoal applied to IC pins

Consider 2kilovolts contact dischargas a standard spec for USB pins meetiogble
shielding requirements
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Air Discharge
Consider recommendations to improve the tesdirg chosen discharge poihat include:
- Maintain air discharge as a field relevant stress method, but improve its repiiagiumy:
o Improved gun calibration for air discharges
o Controlled arc length using
A A well-controlled humidity environment
A Introduction of ionization
Controlled approach conditions by use of robotics
Increased number of discharges per test point
Controlling secondary discharge
0 Measurement of radiated gun emission
- Address cable discharge as a relevant system level ESD event

© O O

Test Reproducibility Recommendations

Thewhite paper presents data to support an understanding ofoftdte-art system ESDesting

and makes suggestions for improving the repeatability and reproducibility of system level ESD
testing. The following bullet list summarizes the improved understanding and suggestions for
improving future testing.

1 ESD gun calibration
o Contact discha@e waveform verification with loads other than a low impedance
resistive load
o Introduction of a method for ESD gun calibration in air discharge mode without the
uncertainties of air discharge
0 Measurement of radiated emissipimeluding the RFppowerspectrum
1 Methods to improve air discharge arc repeatability
o lonization to stabilize arc length
o Different air discharge tip materials
o Improvements in temperature and humidity control
o Charge removal techniques
0 Robotic testing to improve control of approapesds
1 Improvements in test procedures
o Recommendations on increasing the number of stresses at each test location to
improve capture of weaknesses due to soft failures
o Improved understanding of ESD discharge voltage as a function of humidity
0 Robotics to impove test repeatability
Improvements in documentation of test procedures used, including video recording

o

Finally, thewhite paper also presents modeling methods which can both imfireuaderstanding
of system level ESD testing and help in the desigaSi robust systems.
1 Simulation program with integrated circuit emphdSIBICE level models of ESD guns
1 System Efficient ESD Design (SEED) for simulating systems when ESD stressed
1 3D models of ESD guns and systems
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Part A: Direct Pin Discharge

Chapter 1: RealWorld Stress toPort Pins

Dr. David Pommerenke Graz University of Technology
Marathe Shubhankar, MS&T EMC laboratory

Yingjie Gan, MS&T EMC laboratory

Nate Peachey, Qorvo

1.0 Introduction

The IEC610004-2 test uses the discharge of a human via a handheld metal object as its reference
ESD event. However, a variety of other ESD eventuowhich are not within the scope of the

test standard. Many attempts have been made to use tr& @0O4-2 test generator to perform
testing which will ensure robustness against other ESD events.

1.1 Human-Metal Discharge

The IEC 610064-2 standard ses the discharge of a human via a small metal part as its reference
event [Chu2004]. The waveform shown in the I&ID0G4-2 standard is similar to the discharge
waveform of a human via a small handheld metal part at abkilg\v®lts at an arc length .8

mm. Due to the nonlinear behavior of the arc, humatal ESD discharges at shorter arc length

will have faster rise times and longer arc lengths will have slower rise times. The reference event
covers only one situation. Its current derivative ishim tange of 4 A/ns, which is at the lower end

of the current derivatives observed for hurmagtal ESD, over a large range of voltages and arc
lengths.

1.2 Human Skin ESD

A human skin ESD has much longer rise tirtieghe range of L0 ns for < &ilovolts) and lower

peak current values compared achumanmmetal dischargeHowever, in the case of multiple
discharge pulses, the subsequent pulses will have much faster rise times even if the amplitudes are
lower.

1.3 Cables and Cable Discharge Events

In system level testing, discharges to connector pins should be included if the connector geometry
allows for such discharges. This requires understanding of the threat levels. Directly applying IEC
610004-2 testing asystem level voltage settings (e.g.ki®volts) canlead to ovetesting and
unnecessary additional costs. The situations which lead to connector currents need to be identified
and the stress levels, as seen by the sensitive datarveieelsto be deterined and used as guidance

for setting test levels.
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If a charged cable is inserted intdevice under tesDUT), a current will flow onto the connector.
Typically, events which cause connector currents are:

- Discharge to a DUT whitis connected tground in a system from a charged source such
as a USB cable

- Discharge to another DUT, when both DUTs are connected to each other by a cable.
- Attaching a charged DUT to a grounded cable or a docking station.

The present system level IEC 6160@Q standaraloes not consider a cable discharge event, often
referred to in industry as cable discharge event (CDE). However, the IEC-&R08@ndard does
give some guidance as to which part of a connector should be exposed to a direct ESD discharge.

Protection @sign and an appropriate testing of systeput/outputs(IOs) is certainly a critical
topic. Multiple companies have reported field failures on ports such as USBabarea network
(LAN). The assumption that a discharge will be safe because the cabtperly shielded, and a
ground contact will be made first due to connector design, is often noT lre@nalysis of cables
bought from a wide range of cable suppliers has shown that about 30% of tRe&is did not
have any shield connectioMissing shield connections have also befeund onUSB 3.1 cables
[Mar2017c, Stad2017].

Due to faster 10 speedsndinfluenced by reducelduman body modéHBM) andcharged device

model CDM) robustness levels, more emphasis must be placed on thetrddéveen PCB and

IC level protection. This is covered by the SEED concept. To enable a SEED based design there
must be an understanding of the amplitude and the waveform of the cable discharge. Real world
conditions for cable discharges of LAN and USB cablesdiscussed in the following.

For Ethernet, one needs to distinguish between Ethernet ports that use a transformer, often referred
to simply as "magnetics" at the port, and those which have a direct connection to theTtiecuit.
transformer providesa high voltage isolation barrier of at least @5flts and for short term,
nanosecond long pulses probably >®00lts It also provides a common mode return path via the

Bob Smith termination circuit, and via ferrites fwower over Ethernet (PoE) dees. Further, the
transformer will saturate at rather low currents. This saturation will reduce the coupling between
the primary and secondaside;thus, it reduces the coupling of the physical layer interf@egr)

IC. This section analyzes LAN interfaces, suctuashielded twisted pa{f{UTP), which uses a
transformer.

In contrastsmall formfactor pluggableRFP + direct attach coppeDAC) cables directly provide

an entry path, without magnetics to the phyldeger interface IC. These cables are shielded, have

a shielded connector that mates at the shield first. However, direct discharges to the pins are,
although not likely, possible. The ESD performance of such cables has not been investigated yet.

Cableshave been found which allow discharges to the signal wires of a USB, as they contain
ungrounded decorative metal parts above the unshielded signal wires and connector pins. The cable
shown in Figurel had a decorative metal that is not connected to tlebdsbr the connector. The
decorative metal is above the signal wires which connect to a PCB which is within the connector.
The signal wires are not shielded underneath the metal part, as the foil and braid are only connected
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to an unshielded PCB on oneesid his allows sparking between the unconnected, decorative metal
and the signal wires of the cable and the PCB.

55

4tal part PCB Al foil and
braids

Front side Back side and Sketch showing the shield connection

decorative metal after
removal (lower photo)

Figurel: Photo and drawing explaining the shield structure of a badly shielded USB 3.1 cable.

In general, CDE discharges are a rather complex process. The effect of CDE depends on:

The charge voltage of the cable

The charge mode (most cables will chargeammon mode: All wires and the shield are at

the same potential). A cable may also be polarized by a charge on the jacket. This charge
will cause polarization of the metal structure, but no net charge on the metal structure. No
matter whether the cable das a net charge or if it is polarized, sparking can occur if the
cable is inserted into a grounded connector.

The type of shield structure: No shield, such as UTP; shield present but not connected; foll
shield; foil + braid shield; connection of the dtli¢o the connector from pigtail to 360
shield.

The contact sequencing will vary from an undefined sequence, as every pin has the same
chance to mate first, to a typical sequence observed in a good USB cable: Shell first, then
GND or 5V, then data.

Exposure of pins: Some connectors will not allow an ESD to a pin as the ESD will be
diverted to the shell. However, other cables may not have a shell, or may not connect the
shell and may allow direct ESD to pins.

Probability of ESD: Connections like USBedanserted rather often, other connections, such
as a video interface will be inserted into most devices less often.

Form factor and chassis material: For example, some USB memory sticks often have no
shield, no shell and may allow discharges via thetiplago the circuit.

To highlight the essential aspects, a brief analysis is provided for two interfaces; LAN and UTP.
The details can be found in the cited literature arfsieiction 1.4for LAN).
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1.3.1 Charging and Discharging of USB Cables

Electronic systemsmust tolerate electrostatic discharges in a typical user environment. The
existence of badly shielded cables and poor contact between the shield and the connector requires
studying real world waveforms for USB cable discharge events [Mar201a@208{4.Charged

cable events have been investigated by charging a cable to a known voltage and then inserting the
cable into a connector tmeasure the currentdowever, environmental conditions and materials

can change the charge level and related elstettic charge voltage. But, for mapsactical cases,

the voltages that a cable can reach via triboelectric charging are not well known. To address this
concern, a set of experiments were conducted where the total accumulated charge was measured.

High charging voltages have been observed for:
- People sitting up from a chair
- People removing a garment, such as a fleece jacket
- Handling of plastic sheet material

The voltages reached by walking on a carpet are usually much lower than the voltages reached by
the situations described above.

An experiment was conductedeasuing the voltages on cables that were rubbed against various
clothing materials. The aim of this stubly Rezaei et alvas to enhance the understanding of cable
charging behavior under difient humidity conditions, with a variety of rubbing materials
[Rez2017. The voltage levels and various dependencies for such cable charging were investigated.
The charge levels translate into a voltage if the capacitance of the cable to ground is cbnsidere
The insertion of a charged cable into a USB connector may lead to a CDE. Throughout this section
the act of plugging-iinnexeaableThe CU&BlI edba ehpyg
potential sources of a CDE. A CDE occurs because of the ¢dBE being charged and then
discharging to the USB connector of the connected device. Typical examples include discharge
scenarios such as an ESD to USB drive with no shield, a USB cable connected to cellphone inserted
into a grounded device such as aspeal computer (PC), a USB HUB connecting multiple
electronic devices together via USB cables, etc. The godleafidrk by Mardiguian et al. and
Stadler et alwas to understand the range of stress levels seen by the USB 2.0 A/B (type A and type
B conneabrs) cable connected devices due to various USB cable discharges as a function of the
charging scenario, cable shield quality, and cable conne¢Mar2017c,Stad2017]

1.3.2 Overview of Charging Scenario

Investigation on the effect of relative humidity and materials on triboelectric charging of USB
cables was performed experimentally. The measurement setup involved the use of different sweater
materials to rub on the outer jacket of various cables. Th@naaf rubbing of different sweaters

on cables led to the charging of cables by a triboelectric charging process.ZHiigiets one of

the sweaters and one of the cables used in the study.
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Cable

Figure2: Rubbing of the sweater on the cable leadsdbamye developed on the cable.

1.3.3 Overview of Discharge Scenarios

Various USB discharge scenarios are possible. For example, the direct ESD discharge to a USB
drive, or a charged human holding a cable and plugging it into a USB connector. The focuses of
the study were the discharge into a USB connected device and ardesatto a USB connector
during a plugin event. They are illustrated in Figutgand4, respectively.

Cellphone
PC /
— !ESD
I
A

Figure3: Discharge into a USB connected device scenario.

In Figure3 a cellphone is connected to a grounded device suclpasanal computePC) by a

USB 2.0 cable. A charged humeandischarge into the cellphone and the ESD discharge source
point is at the cellphone. The current flows via the USB cable to the grounded PC. Indi-igure
charged cable is inserted into the PC. The other enteatable is connected to a USB device (a

cell phone is depicted) which leads to a pingvent.

Charged human

holding a cellphone
PC
+£ESD !
- -—
A

Figure4: Discharge into a USB connector during a pingvent.
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1.3.4 Classification of USB 2.0 Cables Based on Shield Quality

In this study, randomly purchased USB 2.0 A/B cables (USB 2.0 type B to type A) are classified

into three different types based on their cable shield qualitgsistor inductor capacitor network
(RLC) meter was used to measure the USB connector shstletbDC resistance of the cable. This

gives a first I mpression on the

shiel dbés

pro

milliohm and does not change much when the cable is twisted, the cable is classified as a well

shielded cable. If the sestance is in the range of8D ohms and it changes during twisting, the

cable is classified as a badly shielded cable. A few of the USB 2.0 cables purchased had no shields.
In addition, the shields of a few USB cables were cut for experimental purpddes@ith a cut

shield or no shield are classified as an unshielded cable.

1.3.5 Discharge into a USB Connected Device

A block diagram for this series of tests is shown in Figu 2 kilovolts contact mode ESD was

injected into theconductive encloserof theDUT box, resembling a situation in which an ESD

occurs to a USB connected device (such as a USB drive) connected to a PC. For such a situation,
data traffic can be active, while there cannot be data traffic during amp&wgnt.

Voltage between D+ and PCB ground
The inner wire of the coax cable is connected to the

Current through ~ ESD: 2KV, contact D+ the shield is connected to the PCB g:munﬂ
the ESD gun is discharge

monitored
I Ehfﬁm“ Length of the USB cable
DUT Box & 182 cm I Scupe an

twf L~ 500 Vbus p n/,&/ J_MF
s 0QTL  GND |
PCB ground J Current through the US\?B'Icable
250 Q TL

55cm

Large ground plane

Figure5: Discharge into a USB connected device.
Note: D+/D lines terminated int&0-ohmimpedance scope

Current Probe *._.- Voltage

between D- and
PCB ground

PCB ground
15 connected
with
enclosure

The following figures show the commanode current on the USB cable as captured by 168 F

monitoring probe clampedose to the scope box and the voltaghiged between D+ and ground

on the scope box side. The measured waveforms for theskelted, badly shielded, and

unshielded USB cable types are shown in Figure
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Figure6: Commonmode current and voltage induced between D+ and groundiieclaarge into a USB connected
device scenario. Data is shown for wattlielded, badly shielded, and unshielded type USB cables. The ESD gun is
discharged at 2 kV in contact moddote: the negative current readings are a measurement artifact e6the F
current probe.
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At a 2 kilovolts contact mode discharga noise voltage of 0.4olts is measured for the well
shielded cable, 1.%oltsis measured for the badly shielded cable, and approxim&alelpl&sare
measured for the unshielded cable (without tgkire reaction of ESD protection into accouint).

contact modéheESD gun dischargeurrent has linear relationship to the ESD gun voltage setting.

If the same measurement is performed at a higher ESD gun voltage, the amplitude of the measured
waveform is expected to increase linearly. Adildvolts for an unshielded cable the peak current
occursat 20 ns and the amplitude is approximatedyrperess shown in Figuré. The initial peak

current would be 2 x 3.7&mperesbut it returns via the DUT box to ground capacitance and is
therefore not visible in the-65 current clamp data. The desigrepften interested in a realistic
worstcasespecification. Although possible in some rare situations, direct discharges into pins were
disregarded and the discharge into a USB connected device for the case of an unshielded USB cable
was considered theatistic worst case.

If the ESD gun had been set akikbvolts, a current amplitude of 2@mperesvould be expected.

It should be noted that the current measured using -6t durrent clamp is the commomode

current and it is not a function of the typEUSB cable used. In écaseof a badly shieldedr
unshielded cabld is reasonable that the commuorode current splits equally over the four wires

of the USB 2.0 cable. Approximately eamperesurrent will flow on each of the four wires, GND,
Vbus, D+, and D. This assumption is based on the fact that all wires are connected via low
impedances to ground. Thevslts (Vbus) is usually connected via a large value capacitor, and D+
and D have ESD protection diodes either on the board or in the Gt of 5ampereswith

pul se widths of 106s of n a)cansase bardfalures.iHere thee |
pulse width is not determined by the cable length, but by the source.

1.3.6 Discharge into a USB Connector during a Plugn Event

When a charged person holds a cellphone connected to a USB cable, the charge will be distributed
on the USB cable via polarization and/or charge migration. When the person inserts the USB cable
into a grounded PC, ESD occurs. Figurdlustrates the test s@p used to investigate plig

events.

Voltage between D- and PCB ground

Current probe are used to measure the current Voltage between
through the USB cable T */, D+andPCB

ground
COMECIOr | ength of the USB cable
DUT box ,  is182cm v Scope box
1GQ
/ tuf L 309 Vbus 1

High
voltage
supply

T & £ + —— 1uF
eEmmen . 500hm TL GND H
PCB ground PCB ground

=

Large ground plane PCB ground is connected with enclosure

Figure7: Discharge into a USB connector during a pingvent.

Because of the design of the USB connectors, the shell will contact first, then the GND/Vbus pin
follows, and finally D+/D will contact. Even if the cable is unshielded, GND/Vbus will contact
first.
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1.3.6.1 Plug-in event sequencing

During the plugn meas ur ement s t he cable was <charged vi
USB cable was held by hand using insulated gloves, then the operator inserted the cable into the
scope box. Multiple pulses can occur during the insertion process. To be able to adpas¢hat

occur with microsecond delay times, a fastrigger mode was selected. Another application of

the fast retrigger mode or sequence mode acquisition is shoviuwhan2q178, and Mar201§,

which explains the use of the fasttrigger mode in capring multiple pulses. The measurement

was performed using ultsegmentation (Rohde & Schwarz) or sequence mode acquisition
(Teledyne LeCroy) activated on the oscilloscope. The oscilloscope can be triggered on the channel
connected to the-B5 current cimp or the D+ signal.

The USB cable connector may not always enter the scope box in parallel to the connector. It may
hit the scope box at an angle to be aligned for entering the scope box connector. This action leads
to multiple triggers for a single yirin event measurement. A possible sequence is illustrated in
Figure8.

Trigger event 1: The cable connector shell

PCEB ground

PCEB ground 1s connected with enclosure

Trigger event 2: The connector gets aligned to
enter the scope box Y,

PCB ground is connected with enclosure

Trigger event 3: The connector enters the
scope box and the Vbus/GND pins make
contact

/

& Scope b% }/
=

1uF

PCB ground

PCB ground is connected with enclosure

Figure8: Plugin event sequence is explained using three triggered events. It should be noted that multiple triggered
events can occur in a pkig measurement.
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1.3.6.2  Plug-in event measurement results

A set of measured typical waveforms during a glugvent is shown in Figur@ They are based

on charging the DUT box to @lovolts and using a welthielded cable. In this sap the USB

cable behaves as a transmission line (vab®mve the ground plane) having an impedance
approximately equal to65q (1 kilovolt/3.75ampere} In this measurement sep, the USB cable

GND wire was directly connected to the scope box PCB ground. The USB cable Vbus wire was
terminated with a 1 uF capacitor on the PCB inside the scope box. Neither of these wires were
monitored during the plug event measurements. However, emphasis was placed on the 10 lines
(D+ and D) of the USB 2.0 cable. The waveforms induced on the D+ and-tth@ Bignal lines

due to the plugn event were comparable.

The F65 current clamp, D+, and-[2hannels can be u$¢o trigger the oscilloscope. In this case

the oscilloscope was triggered on the D+ channel and theselgaentation/sequence mode was
enabled. It should be noted that the oscilloscope is triggered on the D+ channel to observe the
waveforms induced ofiné 10 signal lines due to the phigevent. This leads to a few of the initial
current waveforms through the USB cable not being acquired by the oscilloscope.

Plug-in event, 1st Trigger Plug-in event, 2nd Trigger

0.4 T 40 1.5 T 15
— Voltage on D+ pin : Voltage on D+ pin |
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Figure9: Discharge into a USB connector during a pingvent. Measuredaveforms for the first and second
triggered event are shown.

During the plugin sequencing, the first event caused lower ES&Idced voltage (0.12 V) on the
D+ pin because most of the current flowed between the USB shell and the scope box. The second
plug-in triggered event had a higher E@fdluced voltage on the D+ pin (1.24lts).

1.3.7 Summary of USB Risks

A triboelectric charging scenario was investigated for various types of cRez2J1T. Two USB
2.0 cable discharge scenarios were investiggtddr2017c, Stad2017]. The first scenario
investigated ESD on a USB cable connected system. The second scenario invespgatéa a
event of a connected USB cable.

In the measured waveforms for the first discharge scenario, the discharge into a W8&exbn
device shows pulse widths on D+ (IO signal) of4#Dns and 220ns rise times at Rilovolts
contact mode ESD to the USB connected devicekilb8olts is set as the expected reliability level
for the user environment, then the ESD protectionisi¢e be able to handleanperedor tens of
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nanoseconds aime D+ and D at the same time. Here, damage, as well as-lgtabr soft failures

may need to be considered. The pingf an already devieeonnected cable has a lower chance

of causing damagé he voltages induced in D+ by a discharge between a USB cable and a grounded
connector during the insertion show less tharols at 8 kilovolts for the wellshielded and the

badly shielded cables. For the case in which the USB cable has no shidtiage ebapproximately

12 volts has been induced atk8ovolts. This translates to a current of 0 2% peregoscilloscope
channel impedance of 50 ohms) on the D+ 10 line. It should be noted that even though this voltage
amplitude may look significant, the duration of the pulse width is less than 10 ns as shown in Figure
9. Soft failures may still be possibledfcable is inserted into a USB HUB servicing multiple USB
connections. Here, other active connections could be interrupted by the insertion of a charged USB
cable even if the voltage is rather small.

The system designenustaccount for the fact thatlarge portion of the USB 2.0 cables on the
market have no shield. About 1/3 of tihéty USB 2.0 cables randomly selected for this study had
no shield or no shield to USB connector shell connection. ESD protection circuits should be
designed to protecte&ttronic device from CDE stress levels up to as muchamspgeredor tens

of nanoseconds on the D+/ED lines for an &ilovolts device stress level.

14  CableDischarge of LAN Cables

1.4.1 Introduction

One needs to distinguish between Ethepwets that use a transformer, often called magnetics at
the port, and those which have a direct connection to the circuit. The transformer provides a high
voltage isolation barrier of at least Ib®olts and in the short term, nanosecond long pulses
probably> 50 volts It also provides a common mode return path via the Bob Smith circuit, and
via ferrites for POE devices. Further, the transformer will saturate at rather low currents. This
saturation will reduce the coupling between the primary and secosuythus, reducing the
coupling of the physical layer interface IC. Thisctionanalyzes LAN interfaces, such as UTP,
which use a transformer.

In contrast SFP + DAC cables (small fefattor pluggable + direct attach copper) directly provide

an entry pth, without magnetics, to the physical layer interface IC. These cables are shielded,
having a shielded connector that mates at the shield first. However, direct discharges to the pins are,
although not likely, possible. The ESD performance of such chbksot been investigated yet.

The protection strategies for an electronic system against ESD are mainly developed based on the
type of ESD source, the discharge mechanism, and the likelihood of its occurrence. An IC located
internal to an electronics stem is at a lesser risk to an ESD event when compared to an IC having
an interface that is exposed to the external world. For example, Ethernet physical layer (PHY)
transceivers may be subjected to CDE, which is not the case for on board interfaces igswee

such as DDR interfaces.

When a charged LAN cable is plugged into an Ethernet connector [Gan2016], a cable discharge

event will occur. The discharge voltage and subsequent current can damage the transformer, the
common mode chokes, and especiallyEtigernet PHY IC transceivers.
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Over the past few yeanesearchers have understood that CDE needs to be treated separately from
other types of ESD tests due to vast differences between the effects caused by CDE. LAN cable
discharge pulses can be quiad and have the potential to stress the IO more than those discharges
described by an HBM or IEC 6108182 discharge model. Additionally, the LAN cable discharges
lead to shorter rise times compared to the 0.8 ns rise time of the IEC-&P08@ndard. fiese

shorter rise times may require faster turn on performance of the electrostatic discharge protection
circuit. Some of the important differences are listed in the Thble

Table 1: Comparison between Different ESD Models

Parameter | HBM CDM IEC 610004-2 CDE
Rise time 2 tr?slo 100 to 500 ps ~0.8ns 100 to 300 ps
up to several
Pulse duratiol 150 ns, ~2ns ~80ns  milliseconds (depent
on the cable length
1- 16A (depends o Peak: ~5A/kV
Peak current 0.7A/kV the size of IC) 3.75 A/kV Plateau: ~3A/KY

The effecs of LAN cable discharges leading to malfunction or even danmageesently not
covered by any of the ESD immunity test methods. IEC 640P0s used to verify the ESD
withstand capabilities.e. immunity of equipment, directly at its enclosure port and the metal shells

of connector ports (excluding direct dischargethe pins)Complying with the system level IEC
610004-2 standard may not enswgaoughrobustness of the Ethernet system against LAN cable
discharge. Several semiconductor manufacturers dealing with these communication interfaces have
developed theirwn in-house CDE testers to qualify their ICs. However, the need for standardizing
the test procedure is ever growing.

1.4.2 LAN Cable Charging Scenario

When a LAN cable is pulled over a surface, the cable may get charged due to a triboelectric effect.
A LAN CDE can also occur if a person, who carries a laptop and is charged, inserts a LAN cable
which is at ground potential. Other LAN CDE sources may be a charged device close to a cable
which polarizes the cable.

The voltages of a LAN cable can appear lestw (1) All twisted pairs and ground (common mode);

(2) Wires of a single pair (differential mode); (3) Different pairs in the cable (mixed mode). The
LAN cables can be charged in common mode and, although with a smaller likelihood, in differential
mode. However, during the discharge sequence (pin sequencing) a cable which is charged in
common mode can become charged in differential mode.

In [Gre2009, the average surface charge density on a short cable was experimentally measured by
pulling it through an inline tribeelectrification charger consisting of a sleeve fabricated from
numerous different plastic materials, including PTFE and aluminum, to provide friction against the
cable jacket. The surface charge was measured using an electrorraieplds of the surface
charge measured densities are:

Industry Council on ESD Targeevels 29



o
[EEN

*10

(1) For a PTFE chafQcmhg sl eeve: 0 =
(2) For al uminumO0.t5hH®¥Crimmg sl eeve: U

In another studyWan20134 a similar experiment has been performed where a spoatedory
(CAT) 6 cable is unwound over flooring materials likaigh-pressurdaminate, a typical surface
material for a raised floor system. An example of the measured voltadel¢tdits) is shown in
FigurelOand Figurell

Figure10: CAT 6 CabIeU:nWind Test Set up
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Figure11: Voltage on the inner conductor of a CAT 6 cable during unwinding actugé-pressurdaminate floor

1.4.3 LAN Cable Discharging Scenario

As shown in Figurd 2, a typical LAN cable discharge situation includes: (1) Charged cable; (2)
transformer possibly having common mode chokes included in an Ethernet connector; (3) PHY IC
transceiver interface pins. The primasigle center tap of the magnetics is usually ected to a
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Bob Smith termination circuit which consists of a resistor and a high voltage capacitor. During a
LAN CDE, the discharge sequence, the Bob Smith circuit, the magnetic group and the PHY IC pin
dynamic impedance will all affect the dischargingrese.

Ethernet connector

Twisted pair of

1CT:ACT RMY |RM5plug CATS5 cable
MDI + | e =T
MDI - Traces .
Ly Cid
Ethernet 375y
11nF 1! 1nE .
PHY IC l T T (Only one pair is shown
4
N N

Figure12: Schematic diagram of the LAN cable discharge situation. The system contains four pairs, here, only one
pair is shown

When a charged LAN cable is plugged into an Ethernet LAN connector, not all pins make contact
at the same time. One of the pins will spark over first. The first pin that contacts initiates a current
flow between that wire and the LAN connector. Then, adtlewvo different modes can be initiated

by the second pin that mates. The second pin can either be from the same twisted pair, or from
another twisted pair.

The assumption is that the LAN cable is charged in common mode. In other words, all 8 wires of
the cable have the same potential with respect to a reference plane. When the first pin contacts, the
discharge current flows via the common mode choke, and one half of the transformer primary
winding to the Bob Smith termination circuit. The first pin diae current path is illustrated by

the blue arrows in Figurg2. This is referred to as a differential mode discharge, and the current
magnitude mainly depends on the Bob Smith termination type, the common mode impedance the
cable forms with respect teference ground, and the charge voltage. Typical values for the resistor
and the capacitor in the Bob Smith circuit are 78nd 1 nF respectively, but other realizations are
possible. For example, if power over Ethernet is provided, the capacitor valusmaich larger.
Furthermore, many center taps from different pairs or even cables may connect together and share
the same termination circuit. This makes the first pin discharge current path become more
complicated as multiple PHYs may be affected bydiseharge.

If the second pin that mates is from the same twisted pair, the second pin discharge current path is
illustrated by the red arrows in Figut2. In this case, the current will flow through the transformer
primary winding, and the first pin wibe the main current return path. This is also referred to as a
differential mode current.

As the discharge currents are in differential mode, the common mode chokes in the magnetic group

cannot suppress the CDE currents. Differential mode dischargei@its can occur under two
circumstances:
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- First contact causes a current flow from a pin, via the transformer, to the Bob Smith circuit

- If the first discharge caused a differential voltage on a pair (the analysis of this requires
knowingthe capacitancestribution between the wires, pairs and to ground) and the second
pin that contacts is from the same pair, then a differential current will flow.

Most discharge currents will transfer to the PHY IC pins through the magnetics. The failure level
of the PHYIC will depend on the magnetic module which are manufactured in several different
configurations. Due to the large currents during an ESD event, nonlinear effects such as core
saturation must be considered. The saturation of the magnetic cores cdmeliamtdunt of energy

which is coupled into the transceiver circuit. In [Gan2016], the LAN CDE second pin discharge
simulation result shows that the long pulses or high current levels will saturate the transformer, and
this effectively reduces the PHY IC cent, protecting the IC (see Figut8).

20 T
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——Sim. 1kV

16 st ——Sim.2kV_ |

2KV, clear saturation

]

500V pre-charge

1kV, saturation starts to
appear

/

N

Output voltage (V)

5} voltage, no saturation
10 ? : :
0 100 200 300 400
Time (ns)

Figure13: Voltage at the PHY IC pin side for a 25m long cable at different charge voltages [Gan2016].

1.5 Protecting Radio Frequency RF) Antennas

With the increase of mobile and wirelegsplications, protection of the RF antenna ports from ESD
becomes both critical and challenging. Antenna reception and signal integrity are important figures
of merit for these products and virtually anything that is added to the circuit to protect E&Dm

will impact its performance. Thus, considerable effort must be focused on either making the antenna
selfprotecting or minimizing the impact of the ESD protection elements.

One of the most common antennas in use for wireless applications is the planar inverted F antenna

(PIFA). This antenna has a ground leg and thus can be inherenityatelfting. An example of a
tunable PIFA antenna is shown in Figaee
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Figurel4: Tunable PIFA antennae

T

While the PIFA antenna is indeed grounded, care must be taken in designing the actual ground
network. An antenna connected to a noisy analog ground will impact performance and can
dramatically | ower t he eraiadtendencyto designe DG goounththat c e .
also provides some RF isolation. This is typically done by adding inductance in series with the
ground connection. But this can defeat the purpose of an effective ESD giichendrourier
transform of the initiapeak in the IEC 61008-2 contact discharge pulse contains digant
contribution from frequencies as a large adHzG-urthermore, there are additional high frequency
components in the typical ESD gun pulse. Any inductance to ground in the PIFAaagtennd

net will degrade the grounding of the high frequency components in the system level ESD pulse.
Effective grounding of the antenna will require designing a ground net that provides some level of
RF isolation as well as an effective ESD ground.

The second type of antenna in common use is the monopole antenna. This antenna tends to be
higher performance than the PIFA antenna, but it is much more difficult to protect. An example of
a tunable monopole antenna is shown in FidgixeSince the antenna imo ground of its own,
ESD protection design becomes critical.
(ty)

Antenna
Feed

e

Figurel5: Tunable Monopole antennae
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There is a tendency by companies that find the ESD protection of the antenna system challenging
to push the requirements for ESD protection back eim tomponent suppliers. This will lead to
inefficient ESD designs since all the components connected to the antenna such as antenna switches,
tuners, multiplexers, or other components must have their own protection. This not only duplicates
ESD protectionn the individual components, but it limits the ability of the system engineers from
developing the most effective ESD protection that also minimally impacts performance. Ideally,

the ESD protection of the antenna circuitry should be done at the systdmmdehat there can be

an efficient cedesign of the ESD protection and RF performance circuit elements. With the
development of ESD simulations at the system level through such approaches as SEED, the design
of the RF antenna protection can be done nmicte intelligently.

Antenna ports that are external to the electronic component must, of course, be tested using the
system level IEC 61008-2 test. For most wireless applications, including mobile phones, the
device must pass Level 4 testing. Consetjyeihthe antenna is exposed, it will need to withstand

8 kilovolts contact discharge testing. For antennas that are not exposed, they need only be protected
sufficiently to withstand the 1&ilovolts air discharge testing that is applied to the-ononductive

exterior of the electronic device.
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Chapter 2: Direct Pin Injection

Harald Gossneri Intel Corporation

2.1  Purpose of Direct Pin Injection of IEC 610004-2 Pulse

In real world stressituations IC pins are usually well shielded from ESD dischaiidges includes
mechanical design measures like-prate contacts of cable connectors, grounded shield metal of
the connector and the chassis and electrical protection by filtering componehts PCBwhich
mitigate the transient pulse on the PCB line towards the IC pin. Nevertheless, a partial stress,
typically referred to as residual pulse on the PCB linean reach the IC component and cause
damage or a malfunction. Alsan electromagrie coupling can occur between the direct discharge
path and nearby sensitive PCB paths.

Currently the direct discharge ah IEC 610004-2 pulse to a connector pin is excluded from IEC
610004-2 if a grounded shield is provided by the connector. Howegesystem design needs to
consider the aspect afesidual pulse, it is industry practice that IEED004-2 pulses are applied

to the connector pinsven thoughEC 610004-2 excludes this tesSincethere is no specification

of this testperforming this stress and the target values are largely diffétmmgarily IEC 61000

4-2 ESD gun simulators are used due to the wide availability of the test equipment. Even if the
waveform ofthe IEC 6100&4-2 gpec doesot match the waveform of the cable discharge, the
practical experience of many generations of systems designs produced in high volume has shown
that it provides a relevant test of the robustness in the field. This can be expiahmadypicaly

IEC 610004-2 failure mechanisms are dependent on the power or energy of the stress pulse and
not on the details of the waveform. With increasing speed and downscaling of technologies a well
defined IC/PCB calesign is important to satisfy performanseneell as robustness requirements.

The essential base is the common understanding of the type of stress and the targeted stress levels
by the IC and system desighhis requires a clear specification of the direct pin discharge to

the connector pins.The purpose of the chapter is to recommend a relevant and practical direct pin
injection testat thesystem level.

2.2  Applying IEC 610004-2 Gun Pulses to IOLines

Applying an IEC610004-2 pulse to a connector pin using the commercially available ESD
simulaors poses various difficulties. To ensure a reproducible anebeftied discharga contact
discharge to the pin under investigation should be performed. Due to the geometry of the connector
pins with small distances and the large tip of the gun itbeadifficult to impossible to contact a
single pin éee kgure 16). In addition, the pins are often situated deeply inside the connector. A
viable solution is a fawut board with test pads of each line under test where the gun tip can reliably
becontactedseeFigure 17). The board needs to have an appropriate jack to the connector and the
board parasitics should be minimized.
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Figure 17: Example Faout Boad used for Direct Pin Injection

As the PCB tracbetweerthedevice pin and transient voltage suppression (TVS) digt@asan
inductor with efficient high frequency filtering case of a low impedance state of the TVS diode
a2-3 cmlength of the EB line betweerthebranch poinbf the TVS diode and the IC pin landing
padis sufficient to block any overshoots related to fast transients in the-fli@t1s of the residual
pulse. Longer traces help to divert more current into the TVS path ovailitipeilse length. An
example is given in Table Eor the same IC component protected by the same TVS diode the
direct pulse injection robustness can improve frolrk#tovolt to 10kilovolts when the trace length
increases fron® to 8 cm While this can be a design optimization parameter for the form factor
design, it needs to be considered for reference desigmder toavoidatoo optimistic conclusion

for a later form factor design wishorter trace lengths.
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Table 2: Comparison between Different ESD Models

Trace length between| Current of first peak into| Current of second
TVS and IC pin IC pin peak into IC pin
0cm 11 A 6.5 A
2cm 6.5A 6 A
4 cm No peak visible 6 A
8 cm No peak visible 6 A

A direct pin stress of a fully assembled P@®luding all protection devices of the pin under test
enableappling the test procedures following IE&E10004-2. In the case of a partially dissembled
board withouta TVS diode the filtering of high frequency content of the IEXD004-2 pulse by

the PCB line is much less efficient. This can trigger failure mechanisnth &g not apparent in

a design using a TVS diode. To correlate the robustness against residual pulses a filteringj of the 1
peak of the IEG510004-2 pulse is recommended. This can be dosiagferriteson the farout
board(see Figure 18 In the resulting waveform the first peak of abbéuts has vanishedsée

Figure 19)

Discharge
point
Port under test ] ferrite —m
IEC Gun

Figure 18: Setup for IEC610004-2 Direct Pin Discharge using a Ferrite for Fast Transient Suppression

Figure 19: Discharge waveform into 2 Ohm oflB€ 61M0-4-2 gun when a ferrite is mount near the discharge
point. The first peak in the initial 1.2 ns has been attenuated
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2.3  Transmission Line Pulsing

As analternative waveform to an IE€L0004-2 ESD pulsea trapezoidal transmission line pulse
(TLP) can le used to characterize the ESD robustness. While this method has widely been used for
characterizing IC pins, it has only been reported for a few applicatiotise@ystem level. An
obvious advantage is the similarity to the cable discharge waveforontrast to the IEG1000

4-2 waveform the TLP pulseenablesraryingthe rise time and the pulse length over a wide range

to explore the robustness of the pin or a TVS diode. TLP pulsing also provides a detailed analysis
of the transient response of a semiconductor device to a fast transient, high current pulse.
Additionally, the clamping behavior of the TVS devices can be extracted.

TLP testing will deliver the IV characteristic and the failure level by the same TLP testing procedure.
It can be applied tan IC pin, TVS and discrete components as well as to the systemApor
appropriate choice of the TLP pulse conditions is important to correlatd@opin and TVS diode
behavior under IE®10004-2 pulse conditions. Various TLP pulse length have been discussed in
literature ranging from 30 ns to 100 ns. The longeseigngth leagito seltheating effects antb

an increased differential resistance seen in the 1V characteristics. With increasing puls¢éhength
powetrto-fail level will drop as described by the Dwyer mod@ify1990. A pulse length of 50

ns is recomnended which leads ta goodcorrelation of TLP failure current It2 to the hard

failure threshold associated withthe IEC 61000-4-2 second peak pulse currentlf the system

port is stressed to emulate a cable dischatye pulse lengthmust be chosen follwing the
discharge time of the selected cable. This can be estimated by the length of the cable and the speed
of light which results in a value for the chosen pulse length4afis/mas a rule of thumbA
recommended typical rise time isnk, but inthe case ofextracting modelling paramegefor
transient turron of TVS diodegvarious rise times should be usdadir2011].

The use oheedle probefor the purpose of LP testingdoes have one advantaggFobesenable
selectinghe point of injection on the board in a flexible way, e.g. the probe can touch the soldering
pins of the connector on the board avoidingdhetactproblemassociated witthe port pin inside

a connector with a complex 3D geometsgd kgure 20).
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Figure 20: Use of needle probes to inject TLP pulses directly to the traces on the board. Voltage probes are added to
sense the voltage drop.

2.4 Detection of Failure

A direct pin injection can result in various types of failure signaturesindamental distinction

can be made between hard fails due to irreversible, physical damage and soft fails due to signal
noise, power noise or latalp, which are reversible. The tet leads to various categories of
malfunctions described in IEC 6104€2. On the system level more severe soft fails can lead to a
shutdown, a systelmang,or battery drain and overheating due to laiph

In respecto the presented discussiamnly hard fails are considered for the determination of the
failure threshold othe system pin under test. This can be evaluated by leakage or impedance test
of the pin and a subsequent functional téghe port interfaceThe functional test of the interface
under test requires the removal of the stress test board or probe camdb&tsonnection to a client

or host system or a lodmck test. Before the functional test a power cycling of the system is
recommended to remove any malfunction of the system due to soft failures.

There are limitations systemeveltesing to dete¢minorphysical damagia the 1Q In particular,
differential interfaces have low ohmic paths to groumaking it difficult to detect smal(in the
microamp rangeleakage paths. The interface might still be operatiitin specificationsn the
case ofsmaller damag&vels However, this can lead to a lifetime problem with an early fail of
the system.
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Chapter 3: Target Levels for Direct Pin Injection

Harald Gossneri Intel Corporation

3.1 Purpose

The definition of a target level for direpin stress on IC pins supports the IC/PCBdesign
approach for systerafficient ESD design (SEED)rotection. It opens a design window for the
optimization of the system board protection. Knowledge of the target level for IC pin direct pin
discharge anthe target level of the system direct pin discharge allows the TVS vendors to develop
appropriate TVS diode solutions.

3.2 Injection into IC Pin

The design window of the IC is determined byestructivecurrent level 1t2 and a destructive

voltage levelVt2. In most designghe required system pin robustness exceeds It2 of the IC and
additional PCB protection circuit elementustb e i mpl ement ed matchi ng t
design window. Vt2 provides an initial design window without considering thagetrop on the

PCB trace to the IC pin. Taking It2 into account incredéise effective voltage design window for

the TVS diode by adding resistance and impedance to the trace between TVS branch point and IC
pin landing padWith this knowledge a coptimization with functional performance criteria can

be performed.

The following recommendations address ithieustness of anlC pin (connected to an external
port):

1 A minimum It2 level of 2amperess recommended. This is extracted for a recommended
TLP pulse length of 50 ns.

1 The Vt2 window is set in relation to the maximum operational voltage VIOmax. The
difference between Vt2 and VIOmax provides the useful design window. The
recommendation is to maintain a minimwoltagedelta Vt2VIOmax > 4V. This enabks
physically feasible TVS protection diodes with 0.3 Ohrar@sistance for high protection
levelatthe port up to &ilovolts.

1 To have a standardized and system relevant condition for the buffering cap between VCC
and VSS it is recommended to attach a 1 uF cap with low serial impedance to the rails.

1 To ensure a high robustness at all system power st2tesd Vt2 should be evected both
for an unpowered domain and a powered doraamaximum VDD.

3.3 Injection into System Port

A direct pin discharge to the system pin of a reference design serves the pirposdng
feasibility of a protection concept. The testing of the final form factor design should provide the
confidence to deliver a robust design to the market.
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The fdlowing recommendations address thbustness of a system pin

1 The target level is ultimately a topic of the supptiastomer negotiation. There is system
specific knowledge with most of the system designers.

1 The following guidance can be used: asandle maximum requirement to pins of a cable
connector is the required IE€10004-2 level to the metallic parts of a system. A typical
value is 8kilovolts contact discharge. However, more recent investigations of USB cable
discharges indicate that a lew#|2 kilovolts would be sufficiently robust for USB cables
fulfilling the standard shielding requiremen&dd®017. Avoiding excessivearget levels
helpsto balanceperfaomance, cosiand area.

1 A reliable system pin test reigas a farout board to garantee a reproducible contact
discharge.

1 All relevant power states should be investigated.
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Chapter 4: ESD Generator Modelling

Sen Yang, MS&T EMC laboratory

4.0 Introduction

The purpose of this chapter is to compare the different ESD generator models used for system level
ESD simulations.The average measured value of peak current and rise time for each load
impedance from Chapter %ection7.1.2were used as reference valueshis chapterFor SEED
simulations of direct phnelated contact discharge, SPICE based models are most suitable, but there
is a wide range of SPICE based models to choose from. In this chapter, differences between the
models and their impact on discba scenarios into a load are discussed.

4.1 Current Source Models

Several authors [Wu2013, Kat2010, Yua2006, Son2003 and F¢t208& introduced
mathematical descriptions of current source models for an IEC é2@0§un discharge. As these
models do not include any output impedance of the ESD generator, they might fall short in the
prediction of currents for neshorted circuit dads. Others have also proposed models for
International Organization of Standa(tiSO) 10605 pulses [Mer2012].

The main current source model for system level ESD generators is given in the IECG461000
standard. The waveform describes an idealizedacontode discharge waveform. The waveform

is somewhat related to obserndagmanmetaldischarges. However, mdstimanmetal discharge
measurements do not report such a clearly distinguished second peak after the initial peak. Here the
IEC 610004-2 waveform deviates from most measurements of human metal discharge and the
clearly double peak structure of the IEC 610BP waveform must & better understood from a
legacy perspective. Changing the waveform to a waveform that closely resembles the measured
humanmetal dischargevaveforms would require changes to all existing ESD generators.

A current source model into a short provides eading results if the model is applied to situations

in which the DUT is small and negrounded. Such DUTs (for example, a cell phone) form a
capacitance to ground or to therizontal coupling plan@HCP). If a current is forced which equals

the IEC 6100&4-2 waveform, then the small capacitance of such a device may be charged to a
voltage much higher than the initial charging voltage. Forced current source mugklbe
handled with care for all situations except a discharge through a short.

On the othe hand, authors like Wang et al. [Wan206]Land Zhou et al. [Zhou2014] proposed
equivalent circuit models that are derived from the mathematical equations of the IEG4621000
standard waveform or from measured contact mode currents. FRjusesl22 arethe equivalent
circuits for the Zhou et al. model and Wang et al. model, respectively. These models can be more
relevant for a broader range of loads.
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Figure21: Zhou et al. model [Zhou2014].
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Figure22: Wang et al. model [Wan20bB

4.1.1 Physicatbased Models

A physicatbased model uses components to describe actual structures or components of the ESD
generator. For example, the mag@sistor capacitor netwollRC) constant is obviously expressed
as the RC component block, but the groundsa p 6 s

(Figure 24, Figure27, and Figure28) or a transmission line (Figuls&5 and 26). Further, the

nductance

can

be

e X

excitation of the ESD generators can be expressed by low pass filtering a voltage source which rises

in < 500ps (which is closer to describing the voltage collapse in the relay) or by a slowly (e.g., 1
ns) rising voltage source (Figu®); i.e., avoiding any representation of the relay and associated

low pass networks. The coupling from the body of the ESDrgéeto the surrounding is often

expressed as an RLC component block (Fi@dr® Figure28). The following figures (Figurea3
to 28) represent different ESD generator circuit models.
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Figure23: Tamminen model [Tam2016].
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Figure25: Sekine model [Sek2013].
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Figure27: MST model [Wan2003][ Li2015].
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Figure28: Yousef et al. model [You2017].

4.1.2 Simulation Results

As a first step, the current waveforms for discharge into a short are simusatedPathWave
Advanced Design SystemrADS) and shown over the entire time frame and over the first 7 ns
(Figure29). As shown in Figur@9, the Zhou et al. model has a peak value of &rgereswhich

is 28.3% larger than the IEC 6108€ specification of 7.amperesFurthermore, the simulation

of different load impedances also shows that the Zhou et al. model deviates strongly from the
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measurement results and other models. Thus, it was excluded in the analysis of the effect of load
impedances. The simulation results from the models are sumaohariZable 2 with respect to the
specifications of the IEC 610082 standard.

Table 2: Comparison of 2 kV peak values and rise times, data that violatE€t6&0004-2 specification is shown

in red.
Model 1st peak current  10%-90% rise time 30 ns current 60 ns current
[A] [ns] [A] [A]
Caniggia 7.04 0.94 2.49 1.81
Notermans 8.26 0.56 4.04 1.76
Wang et al. 7.23 0.94 4.00 1.97
MST 7.17 0.81 4.14 2.37
Tamminen 7.66 0.75 3.86 2.24
Sekine 7.46 0.91 2.32 2.52
Zhou et al. 9.62 1.04 4.40 2.36
Yousaf et al. 7.57 0.67 4.93 231
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Figure29: Simulated currents for discharges into a short at 2 kV. Waveforms are time shifted to arrange the maxima
at 0 ns. Error bars indicate the IEC 616802 limits.
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Two models, the Caniggia model (Figuzé) and the Sekine model (Figu&b) introduced
transmission lines instead of inductances for the ground strap. Ringing in the waveforms of actual
ESD generators can sometimes be attributed to the length of the gtamdf the ground strap is

parallel to a conducting surface [Can2BD& forms a low loss transmission linEhe transmission

line causes ringing within the tail of the waveform, which may cause the current valuesfor 30

and 60 ns to fall out ohe allowed tolerance of the IE&E10004-2 specifications. However, after
replacing the transmission |ine with an induct
the toleranceln the case where the ground strap forms a triangular shape, @ditivation setip

describes [Wang2003], it will radiate above 100 MHz, leading to little ringing.

The next step is to compare the models for different load impedances. Here, a set of loads is selected
that matches the ESD target loads used in the g&®Brator measurement in frevious section

e Caniggia
Notermans
mmmmm Wang et al.
— MST
+15% Tamminen
Sekine
mmmm Yousaf et al.

Meas. Avg.

first peak value, A
O RRMNWERLO oW O

Figure30: First peak values for different ESD generator models. The error bars indicate £15% variation of average
measured values.

The peak values are shown in Figu@e Bor all models, the peak value for a 2oad is very close

to the average measured peak value which again is in good agreement with the IE@-81000
standar®s current specification (3.75 A/kV). All modeled and measured waveforms show a similar
tendeng for discharges into other loads. This indicates thatagout impedanceof these models

is rather similar and not far away from the measured data.

The rise times are shown in Figu#& Significant differences are observed for the lload. Only

the MST model and Wang et al . model 6s rise tim
all load impedances (variation = 25 % of average measured values).
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Figure31: Bar diagram of 10990% rise time of the first pulse (Unit: ns). Note: thaxis is limited to 1.6 ns for
better comparison, all though the Sekine model rise time is 8.72 ns. The error bars indicate £25% variation of average
measured values. The IEC 6160@ standard (2008) allows for-#25% variation around 808s for dischages into
a 2 Ohm target in contact mode.

4.1.3 Discussion

As a SEED design is based on SPICE models, a similar question can be raised for simulation models:
do these models predict the behavior observed in measurements for different load impedances? Or
are there any models which strongly deviate from the behavior observed in experiments? Most ESD
generator SPICE models have the first peak values close to the measurement of a real ESD
generator. However, a pronounced difference is observed for the rismttheecase of & k Y

load. Only two models, the MST model and the Wang et al. model yield the rise time which is
within the range of 0-1.2 ns for all load impedance conditions simulated. The MST model is a
physical model which means that it represesoisie details of a real ESD gun. On the other hand,

the Wang et al. model is a wavefelrased model, which is derived from mathematical
approximation of the IEC 610002 standard waveform. Both models performed well when loaded

by impedances other than lzost.

4.1.4 Conclusion

The simulation result of the ESD models considered here (except the Zhou et al. model) agree well
with the IEC 6100812 standard (Xilovolts, 2, load), for both peak values and rise times. The

peak values for all models are cldesethe measurement results in each load impedance scenario.

On the other hand, pronounced differences are observed in the rise times in various load impedance
conditions compared to the real ESD generator results. Further, some models such as Noterman and
Yousuaf et al dondt meet t hecanproviderisatimesaroumd 15 %

1 ns for all load impedances except for the special case ofvlhkere only the MST and Wang et
al. models comply with the measurements.
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Chapter 5: Impact on PCB Protection Design

Jeff Dunnihoo, Pragma Design

50 Introduction

Notwithstanding explicit directives and reasonable opinions on both sides regarding the merits of
striking pins directly on external system connectors, the problem existefdesigner as to what
should be done when the IEC 6100Q qualification tests fail for that port.

Hard errors may create physical damage which clearly indicates the beginning point for the
investigation of improved robustness. However f#ileng device is not necessarily the problem to
be addressed, nor is it always an option.

For example, when laigh definition multimedia interfacBHDMI) application specific integrated
circuit (ASIC) fails during system ESDtesting but thetransient valage suppressiofiTVS)
protection remains undamaged, the designer needs to (qudddign an improved protection
strategyto protect thedDMI ASIC. The designer probably has no immediateqgompatible device
available to replace thdDMI ASIC, thereforea SEED analysis may be necessary to determine a
better TVS option and/or other shielding, layout, or other mitigation strategies.

The case might be made that the test condition or level is too severe, according to the old adage
about the patientcomplamng t o the doctor, #ADoctor, it hurt
replies, AThen dondét do that. o

But what of the condition where other systems (or worse, competing systems) have passed this
onerous and Aunfairo t eignerreally had littte choicebuttory té hi s
improve the system robustness which has been a tedious job of trial and error in the qualification
lab buthas recently been alleviated by advances in simulation techniques.

5.1 SEED Concept and Impact of Inerface Specific IEC 610081-2 Targets

SPICEbased simulations typically assume that t
transient analysis. The nature of ESD alattrical overstres&€0S suggests that normal operating
conditions of the devicewill be exceeded during the analysis, and this means that the dynamic
response of devices is not only modulated by currents, voltages and time, but that the devices
change their response based on recent abuse. What happens when the devices aregyded far b

their operating boundaries for short periods of time is a critical consideration. Sometimes it is
enoughto know that one or more devices have failed, and that is that. In some cases, it is interesting
to know if a device wild/|l Afail openo or nAfail
interface may still operate after the destruction.

Firstorder protection circuit design analysis is often based on datasheet parameters of TVS devices,
such as ESD ratingargetlEC 610004-2 robustness rating, etc.), and clamping voltage, etc. These
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parameters are usually tested under the one condition wieghwill never see in a circuiby
themselves!

Since TVS devices are always included in a circuit to divert strike current away from the device
under protection (DUP), the actual clamping voltages at the two devices are distinct and the voltage
at the potected device during a strike is not zero. The current diverted ByM8es not 100 %,

and the residual current into the protected device is also not 0 %.

Second order modeling of this interaction comprehends the Kirchhoff current division between
these two dynamic devices, and the current, voltage, power and energy maximum limits which can
cause latent or permanent damage in either the TVS or DUP (or even the PCB traces themselves if
the pulses are sufficiently energetic.) Most devigaut/output buflier information specification
(BISyor SPI CE model s available today provide i n;
IOs, but these elements were intended to model signal integrity issues like overshoot and ringing
within 5-10% above and below VDInd VSS. ESD/EOS strikes inject levels 1000x or more than
what are contemplated in those models, and while simulators will happily extrapolate those models
out to +f 50 amperegeak for a 4 mA clamp, there is no information on when the device will fall
andhow it will behave on the way there and beyond. In the framework of SEED this led to the
introduction of high current models for behavior of IO pins as well as TVS diodes [INCWP3PI].
SEED models are applicable to short pulse currents up to several @mpefes. They need to
account for package as well as IO circuit behavior and should flexibly be used for various simulators
like Spectre, ADS, and SPICE simulators [ESDATR26].

Given meaningful device models in the ESD/EOS regime, this level of approanpabvides
superior estimations of the system level robustness for a given conducted pulse applied to a given
node for the specific devices. However, it does not typically address soft errors, system upsets,
secondary discharges or coupled pulses inj@mcadt conductors and devices.

Third order modeling attempts to virtualize the entire 3D system assembly and solve the aggressor

E- and Bfield interactions predicted by Maxwell's equations. Given the exorbitant amount of
accurate physical and electricalodel input required, this can theoretically provide the most
complete and accurate representation of an ESD/EOS strike on a system. It is also extremely
difficult and time consuming. While elegant and expensive, 3D-fielders are commercially
availableand extremely powerful, given the dearth of accurate-ESjime electrical models for
devices, they can al so pr ol Gakaglpubdi geovubkt a mo

For mo st guantitative Acompare andmodeling isr ast 0

discussed aboveyith validatedmodels can provi de excell ent resul
decisions

For exampl e, the simulation in Figure 32 (red
Ohm jumpero resistor between the TVS and its (

al so doesndét affect t he I durntbymkenosahali. Funthertestidgu c e s
is thus warranted to ascertain if the system can then pass the target ESD qualification level in the
lab with potentially only a BOM change and no additional cost.
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Figure 32: TVS clamp current at 8 kV IEC 610021 ef t , ASI C GPI O residual current
red, 2 Ohm resistor in green.

5.2 Limits of Simulation

Of courseno simulation under any circumstance should be assumed to answer all questions, nor
be extrapolated outside its limited sphere of valid inputs. The pass/fail criteria of a system are
defined at the system level. For example, one TVS device may clanipweravoltage and faster

than another device. This additional shunt current may inject undesirable currents and rise times
into power rails or ground, causing secondary upsets on other devices.

53 Direct Pin Currents

5.3.1 Reasoning forPin Specific Stress

Generally, it is assumed that connector shielding precludes direct strikes, and therefore pins should
not be subjected to ESD testing for characterization. Below are several cases where direct and
indirect stress can bxposadpophe ousideworld. an fAexter nal

1) When aline is exposed at the opposite end of an attached cable. Even when a peripheral
such as a mouse or thumb drive is attached without a connection related event, a device
may expose a path via plastic housing joints ¢tomLED entrance, etc.

2) Sequenced connection related (CDE) events

3) GND/shield pulses inducing current into adjacent signal lines.

4) Actual zaps to connector pins are possible, even when most discharges prefer shields
(as seen in this mulap overlay at 2Qilovolts in Figure33).

5) In specific applications where there is no shielding at all, such as an automotive or
ethernet environment.
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Figure33: Multi-zap Overlay at 2@V

5.3.2 Interface Types (USB, HDMI, Ethernet, audio, antenna, etc.)

There is an extended set of application specific interfaces which are exposed to system ESD
discharge energy and need to be protected by TVS devices, se&.Table

Table3: Examples of interface type exposed to IEC 628QDESD stress pulse energy forrieais applications.

Automotive Wireless Wireline
Controller area network Antema Port A/B Line Driver
(CAN) Bus

LIN Bus USB Interface Ethernet
Camera Interface Camera Interface HDMI

Display Interface Touchscreen Interface Display Port
USB Interface Headset eSata

Sim Card Interface Sim Card Interface

54 SEED Pass Criteria

Given that the residual pulse that a protected device sees from anaintactdischarge will be
substantially modified, attenuated and morphed fromréference IEC 61008-2 calibration
waveform, the failure mechanism may be dramatically affected for a given device, depending on
what kind of protection is placed in front of it.
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It is not possible to generalize a single static failure level in one parameter (such as peak current)
that will properly indicate damage (or potentsalft failurein some cases) under all stressors.
However, physicbased models for curreandtime (fushg) and poweandtime or energy may

often come close to approximating more than one particular failure mode for more generalized
stressors.

In practical terms of guiding a useful design decision for a matching PCB design which can
successfully protect éhconnected pin, model parameters such as peak failure currents (and others

as mentioned above) for various pulse durations can be defined. These failure criteria characterize
the robustness of the specific pin under consideration from thdestapperspctive [ESDATR26]

However, that failure criteria may be completely unrelated or uncorrelated to the more general
system level testing failure criteria. Pin level failure models may be defined by a specification limit
guard banded to guarantee, for examplelefined leakage limit caused by ESD damage across
process and temperature. ESD currents injecte:i
cause a slight increase in leakage, but this might not actually affect operation in any detectable way
during IEC 610004-2 testing.

In most cases, the actual measured robustness for a limited test sample will perform better than the
worstcase, guardbanded specification guarantees. Designers at the chip and system level must
both fully communicate andasider the likely divergence in robustness testing and simulation due

to the selection, type and gudrdnding of system and chigvel failure criteria.

5.5  Soft Fail SEED

Even while using atEC 610004-2 ESD gun that is fully compliant very different pass and fail
levels can be found depending on the brand of the gun, thp séthe stress experiment and even
the operational mode and conditions of the system.

In most cases a difference is seen in &of$, but also a variation of the hard fail threshold can be
observed.Reasons for uncertainties in the test results are discussed in previous chapters and
improvement measures are propo$adt.a soft failure, where an ESD direct pin injection, or EMI
coupled noise event causes a system signal or data corruption state that is detectable as an ESD
induced failure criteria is exceptionally difficult to simulate due to the complexity of the software
and hardware functionality to be simulated.

It is possible however, to simplify the failure criteria to worstcasewindow and evaluate
protection options again with the SEED approach.

For example, supposeB00-mV glitch on an exposed signal line of at least 1ns in width is known
or observed to cause a systapset.This might be due to a corrupted state machine or triggering
on chip protection in a nedamaging wayThis pulse might require rare alignment and timing to
make the upset occur (thus the multiple strikes replicatingwedtl pulses described @hapter 8

are also important to help catch a system in just the right timing to cause anAgman)jng that

a large number of zaps allow this condition to be observed in the real world, albeit intermittently,
we can assume that the prudent designegyaits to assume that "if this vulnerability can happen,

it will happen and at the worst possible tim@lurphy's Law applie$.
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Thus the SEED failure criteria may utilize the same direct pin injection simulation as fer hard
failures, but instead of gradj the pass/fail result by a damagiti® level or other energy related
failure, the simulabn may rely on a signal integrity limit signature such as the glitch example
above.If that envelope is exceeded during a simulation, it may be useful in prgdicponssible
failure in IEC610004-2 gun testing.

With so many variabilities affecting test results, it may not be possible to encapalltte
situations in a complete test suittowever, certainly when comparing multiple ESD mitigation or
protection component options in the same circuit, a relative susceptibility to -ersoftmay be
weighed reasonably with this approaklere again, SEED simulation can provide advantages for
the designer even with sefilures.

5.6 Conclusions and Correlations

When a system fails IEC 610@02 qualification testing, the designer is tasked with identifying the
unexpected susceptibilities and vulnerabilities that were exposed via gun testing. Many simulation
and analysis tools are now available, and the desigae extract information about the system
design and components. However, part of the overall qualification system as defined by IEC 61000
4-2 is not necessarily as easily represented in even the most elementary testing situations due to
anomalies detald elsewhere in this paper. The more reliably and rigorously refined the IEG 61000

42 test i s, and the more repeatable gun test.i
time righto desi gn de-effedtiveantsssingsystdms.l ead t o r ob
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Part B: Discharge toChassis andDisplay

Part A of this WP focused on discharges to pins. Part B takes the complete chassis into account and
derives suggestions for improved IEC 618DR testing. Here the goal is to improve the
repeatability of test results and to provide guidance for meaningful testing. This is partially done
by the analysis of existing problems in the testing, and partially directly formulated for
implementation in test laboratories.

Chapter 6: Historical Problems Observed when using the IEC 610002
Standard

Dr. David Pommerenke Graz University of Technology

6.0  Motivation: High Test Result Uncertainty of System Level ESD Testing

ESD testing in accordance to IEC 61688Q or derived standards hakigh-testresult uncertainty.
Soft failures are especially hard to reprodiMailtiple reasons contribute to this difficult situation.

The present method of calibrating ESD generatovers the voltage and the discharge current in
contact modénto a large ground plan(@ith the ESD generator held perpendicular to the plane)
From this, it is possible to determine the calibration uncertainty. The calibration uncertainty
[Leu2001, Sro203, Jan2010, Bar2008, Bar2010 & Mor2011] analyzes the effect of oscilloscope
bandwidth, ESD target used and cables on the contact mode short circuit discharge current
calibration.

These papers point at small effects of the calibration chain on thetooirtéye voltage displayed

by the oscilloscope. However, the differences caused by calibration test setups are insufficient to
explain the test result variations observed in multiple test laboratories. Variation-f@filsof test
results in which difeent manufactureré6s ESD generators ar
fail voltage levely andmay reach 1:3002008]. Neither the uncertainty of the current waveform

test results, nor the variations of the waveforms (there is no specificationwauvii®rm, but only

a specification on 4 parameters) can explain the large variations in the observed test results.

Consequently, improving the calibration of the contact mode discharge current cannot reduce these
test result variations.

The testresult variation is caused by a wide range of effects, not all of them related to the ESD
generator itself. The dominating reason for $aiture level variationscaused by changing the
ESD generator brand due to the diffeng transient fields of theariousESD generatobrands

This is an unintended consequence of using an ESD genghegorunning ESD testinglowever,

there are also many other contributing factors.

Parameters that contribute to the large test result uncertainty are:
- The transiat field of ESD generators varies strongly from brand to brand
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- No air discharge specificationgonsequently,there are larger differences between
generators in air discharge compared to contact mode

- Repeatability of air discharges due to natural variatiarthe spark length

- Pre and Pospulses

- Micro-amp pre currents due to field emission currents in the relay prior to the discharge

- No contact mode current specification into loads other than a short, this is especially
important for discharges ingmall, not directly grounded DUTs

- Insufficient number of ESD pulses applied to each test point to have a statistical meaningful
resultconsideringime varying sensitivities of DUTs

- Testing at a level, such akiovolts, but not determining the failurbreshold. To illustrate
this, consider a case in which the actual failure level would be kiigdvblts. It would pass
4.0kilovolts. But even small uncertainties would show the DUT passing in some labs and
failing in other labs. Testing should be donddvels significantly above the limsuch as
to at least 63 kilovolts.

- Test point selection

- Not recognizing that secondary ESD has occurred (secondary ESD is when one part of a
system under test becomes charged and then discharges to another paststéthe

6.1 Test Result Uncertainties

6.1.1 Importance of Air Discharge as a Mandatory Test

The majority of real world ESD events are air discharges. Most of the approactiesrgéd

humans or objects will be toward plastic enclosures, screedsconnectors. These approaches

may lead to (a) a discharge with sparking, (b) a corona surface discharge which habl@o visi
sparking, but still may disturb or damage, e.g. a disgafc) no relevant effeciAir discharge is

the largest threat in ¢éhfield. Testing according to the IEC 6160@ standard should address this.

In the maintenance cycle of the IEC 6168Q standard the maintenance group - has
suggested to remove air discharge from the mandatory testing requirements. Howeveusthe Ind
Council on ESD Target Levels considers air discharge as a relevant and necessary system ESD test
and proposes approaches to improve repeatability of the test.

By removing air discharge testing from the mandatory testing requirements, dischaygsents

with plastic enclosures and displays could become an optional testing routine leading to coverage
gaps in the system qualification. As most portable enclosures are made from plastic, and since those
enclosures are especially prone to receiving E8&nts, a large increase in devices susceptible to
field failures would be expected.

This white paper describes several crucial steps to improve test result uncertainty, including the
documentation of discharge currents during the ESD testing and iadaditteation method for air
discharge.

6.1.2 Air Discharge i Variation due to Arc Length and Approach Speed

A chall enge i n-4-2testng is that airldiscGargé dufrehtOvaveforms are not very
repeatable. This is mainly due to the physicshef spark formation which strongly depends on
ambient conditions as well as the test equipment and its operation. Even if the same ESD generator
is discharged, applying the same approach speed and voltage, the waveform may vary significantly.
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The underlyig reason is the interplay of statistical time lag and approach speed (see references for
details [Pom1995, Pom1996, Chu2004]). For the cases of either a rising voltage in a fixed gap, or
a closing gap at a constant voltage the time lag is defined asT$éigctime lag is the time between

the moment the field strength in the spark gap reaches the value at which a breakdown is possible,
and the moment when the breakdown actually happens.

Currently there is no industry standard method defined to obtain agpearaveforms for air
discharge. This can be technically addressed by application of a very short titieeldagne

between when a discharge becomes possible and the @iy to achieve the maximum arc

gap distance. In the case of homogeneoud el t he maxi mum di stance 1 s
The values for more complex electrode arrangements is discussédo0[L7. However, this

approach leads to the lowest peak currents and di/dt values. Thus, the severity of the test may be
significantlyless compared to real world events.

As the arc |l ength wvariations and the resul ti
di scharge testing in the past, in the 900s th
testing procedure in IEC16004-2 and to require the contact mode test whenever the discharge

can occur to a conducting surface.

Within the normal variation of the arc length, which is determined by the approach speed, surface
properties, voltage and humidity, there are disabsrghich have short arc lengths. For example,

at 50% of the Paschen length the discharge current rise time can be very short (<300 ps) and can
carry exceptionally high frequency spettamponentsand large time derivative values, leading

to soft failuresRecently, it has been shown that the probability of those discharges can be reduced
by using an ionizer during air discharge tes{idgou2019. The ionizer provides charge carriers

that can initiate the breakdown once the field strength in the gapeseackalue that allows
discharges to occuAn additional advantage of using an ionizer is the ability to readily discharge
charged plastic surfaces. This white paper explains the initial results of a study that aims at reducing
the variability of air disbarge and indicates a possible path for an improved ESD test standard with
reduced test result uncertainty during air discharge testing.

6.1.3 Air Discharge i ESD Generator Calibration

Many discharges that occur at the customer side are air dischargeéactGunde discharges are

not recommendedo plastic or glass surfaces, while air discharge may lead to sparking through
gaps into metal parts, or to surface charging by corona. Thus, air discharge must be included in
system level ESD testing.

Presently, there is no calibration for air discharge in the IEC 64a@D6tandard. To address this

gap, this white paper suggests a methodology to measure the step response of an ESD generator in
air discharge mode. This can become a base for the calibritavoids the fundamental problem

of all previous air discharge calibration methods as it does not involve an arc discharge [Yan2017].
Instead, it directly measures the properties of the ESD generator with high repeatability.

6.1.4 Number of Discharges per Test Point

It is well known that the ESD sensitivity of DUTs depends on the transient state of the system. This
is usually caused by temporal changes in the software running on the DUT. As the time variation
is not known during system level ESD tagti one cannot guarantee that the set number of pulses
and pulse rate will detect the most sensitive phase. While a rigorous statistical approach is described

Industry Council on ESD Targeevels 57



in [Ren1993, Wen1999, Mar201Rjt1992, Har2016], this white paper further details tpsint
selection, number of points and voltage level€hapter 8

A relevant question could also be: Does this need to be done? If the sensitive phase is short and
rare, then the likelihood of a real ESD event hitting the phase is low.

If the consequergcof this ESD is not endangering safety, ttrenappropriate produtgvel cost

benefit of adding protection in such a case needs to be evaluated both by the vendor and the OEM.
Such a weakness needs to be discovered before thisoffazdan take placddowever, the present

IEC 610004-2 standard requires only 10 pulses per test point. Practical experience has shown that
this is often not enough for achieving reliable test results. If, for example, 20 pulses per second are
used, and each contact mode pEsht receives a few seconds of pulses, then easily 100 pulses can
be applied without impacting the overall test length. This will certainly increase the likelihood of
detecting sensitive phases of the D(idtethat secondary discharges must be avoigectimoval

of charge after each pulse as discussed in Section 6.1Uklg such a pulse rate is common
practice in many ESD test laboratories. In some cases, a test poitésgerkat 1 pulse per second

if a failure was detected at 20 pulses per séc®he rationale is that the DUT may not have fully
recovered within 50 ms. If a failure occurs in thdesting, also applying 100 pulses, then it is
considered a failure of the test at this test point. This method seems to be a step in the right directi
For air discharge it is more difficult to apply a large number of pulses if this is performed by hand.
Still, a number larger than 10 pulses per test point is needed to provide a larger coverage against
softwareinduced sensitivity variations. Furthehe arc length variation, and the consequential
variation of the rise time and peak current, lead to further uncertainty in air discharge testing. Here
the best method is to use automatic ESD testing with a robotic system, and to capture the discharge
current at the ESD generator tip. This will identify the current waveform which caused a failure
and also identify any secondary ESD. A more detailed method of selecting discharge points, voltage
levels and dissipation methods is part of this white paper.

6.1.5 Transient Fields

Transient fields are not specified, and the difference in the transient fields between different brands
of ESD generators is rather large: a factor of 3x at a given frequency is quite common. If a DUT
has a more narrowband susceptipjle.g., due to a resonance, then the test result may vary up to

3x by just changing the brand of ESD generator. This behavior and its root cause have been reported
in [Koo2008 K002008b]. The present IEC 610 standard (2008) provides informationtbe

fields in the informative annex, but transient field calibration is not required. Further, one needs to
consider that the fields of the generator depend on the orientation of the generator. Only the
magnetic field within a few cm of the tip will have angle dependence, as it is determined by the
current in the tip.

6.1.6 Position of the ESDGenerator

The current of the ESD generator will depend on the angle between the ESD generator and the
DUT. The generator is supposed to be held perpendicullae ®utface. If the ESD generator is at
a different angle, the injected current will increase significantly.

6.1.7 Insufficient Contact to the Metal Part in Contact Mode

If the tip of the ESD generator in contact mode is not contacting well to the metafice, e.g.,
because of a thin paint layer, then a spark gap is created between the tip and the metal. Upon
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closure of the relay in contact mode, this gap will breakdown. In most cases the rise time of the
current will be much less than the 850 pshef main discharge. This causes strong RF
components and may disturb the system. Due to the uncontrolled nature of the gap this will lead
to difficult to repeat results. The standard should emphasis on the importance of having good
contact between the tgnd the meal part.

6.1.8 Generator Calibration

Often accreditation bodies confuse calibration uncertainty with test result uncertainty. The user

cares about test result uncertainty and the calibration uncertainty is often just a small contributor to
the test result uncertainty. Many papers describe the calibration of ESD generators and the analysis
of different influencing factors, such as the ground strap routing, the effect of the ESD current target,
or the oscilloscope (+cable) bandwidth.

It is believedthe contact discharge current calibration uncertainty is low, and its influence on the
test result uncertainty is not strong. Therefore, to improve the repeatability of ESD test results, there
is no need to improve the contact discharge current calibraioair discharge calibration can be
introduced following the method explained in [Yan2017].

6.1.9 Approach Methods for Air Discharge

The approach speed of the ESD generator in air discharge affects the development of sparks in the
air discharge. The piics is well understood [Pom1995, Pom1996, Pom1998]. On average, faster
approach speeds leads to shorter spark lengths, faster rise times and higher peak currents. The effect
is rather strong: Reducing the spark length from 2.7 mm kild¥blts (this isthe Paschen value)

to 2 mm at 1&ilovolts will increase the peak current time derivative from a few A/ns to > 1000
A/ns. Even if it is not possible to obtaine sameise time and peak value from each discharge,
controlling the approach speed, suchsadane by robotic testing, is certainly the right direction to
improve test result repeatability. As mentioned above, this white paper explains initial results of
the effect of using an ionizer during air discharge testing. The ionizer will help to augidast

rising ESD currents during air discharge testing, thus, it opens a path for reducing the test result
uncertainty during air discharge testizthpu2019.

6.1.10 Insufficient Test Setup Specification

Presently, the IEC TC77B working group MR, which is responsible forof updating and
maintaining the IEC 61008-2 standard is discussing a variety of possible changes.

6.1.10.1 ESD discharge current calibration in contact mode

Different aspects are discussed, for example, the uncertainty of theug®bteneasurement and

the effect of oscilloscope input reflections on the captured data. Here the Industry Council on ESD
Target Levels is of the opinion that the present calibration method for contact mode is not the main
reason for test result uncertgin The calibration could be improved by testing ESD generator
discharges into impedances higher than the present 2 Ohm target. The uncertainty of the captured
current data is small. Any improvement of the calibration for contact mode will not help teredu

the test result variations observed by many laboratories.

Large test result uncertainties are caused by the difference in electromagnetic radiation between
different brands of ESD generators. These fields are created by the voltage collapse insi@ge the
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which occurs in < 100 ps, while the current rise time is@b0lhus, the spectral content of the
current is lower than the spectral content of the voltage collapse at the relay.

So far this has been only addressed in the informative annex di@Bev@rsion of the IEC 61000

4-2 standard. The Council suggest that all manufacturers at least need to measure the fields around
the ESD generator e.g., at a distance of 20 cm from the ESD generator at 0, 90, 180, and 270 degrees
(in a plane parallel to thground plane being discharged )riar contact mode at Kilovolts and

publish this as specifications using a bandwidth & GHz.

6.1.10.2 Humidity specifications

An ongoing discussion topic is to narrow the range of temperature and humidity atlatved
during ESD testing. There can be various effects humidity has on ESD testing:

A) In Contact mode: The actual discharge is confinedrétey; thus,humidity does not affect
the current waveform of the ESD generator. But charge decay is affécedirigrounded
DUT is subjected to ESD, without external grounding or ionization the charge will remain
on the DUT a long time. In high humidity, the charge decay times are reduced. However,
this is not relevant for IEC 610082 testing, as the remainirgpargemustbe removed
before a new ESD pulse is appliad per IEC 6100@-2 Section 7.2.4.1A third effect
relates to secondary ESD. Here, one may consider that in high humidity the statistical time
lag of a secondary gap is reduced. However, mostndacp gaps do not have a
homogeneous feld, as they are e.g., formed by sharp corners on PCBs. In this case the
time lag is rather small. Another argument famaalttime lag is that the charge up times
of secondary gaps are often very short, on therastitens of nanoseconds. It is determined
by the330-ohmoutput impedance of the ESD generator (approximated) and the capacitance
of the device that is not grounded, typically a few pF. Thus, a voltage much higher than the
static breakdown voltage of the gap occurs. Discharges across such gaps will have very
small statistical time lags.

In general, one can conclude for the contact mode: Humidity has no relevant effects in contact
mode testing.

B) Airdischarge: In air discharge, humidity has a drastic effect on the statistical time lag. Thus,
approaching electdes will show (on average) much higher peak currents and faster rise
times in dry air. Here, one may feel a need to narrow the allowed range of humidity. Ishida
[Ish2017] provided evidence. Here, air discharge testing was used to discharge between the
air discharge tip and the standard current target. Both sides of the gap are rather smooth and
from stainless steel. These factors lead to somewhat longer statistical time lags. The data
from Ishida did not measure the spark length, but an increased spaitk (prapably
approaching the Paschen value) is visible especially at the high absolute humidity corner of
the IEC 6100&4-2 allowed specification.

6.1.10.3 Removal of the vertical coupling plane (VCP) testing

Discharges to the VCP are performed to expoB&a to a rapidly rising electric field and to the
magnetic field of the current spreading on the VCP. In addition, the DUT may be exposed to the
fields from the relay structure of the ESD generator. However, the test geometry will keep the ESD
generator \a distance from the DUT, such that the field exposure from the relay structure may be
small.
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Practical testing has shown that VCP very rarely leads to a failure that is not detected in other parts
of the test. From that point of view, VCP testing may lv® considered as a relevant, mandatory
test.

6.1.10.4 Horizontal coupling plane (HCP) capacitance
The HCP to ground capacitance depends on:

Distance to grounded structures, such as walls
Size and shape

1
1
1 Distance to the operator
1

Equipment placed on it

It has been noted that the capacitance may vary by a factor of 1 to 2 or larger if the HCP is close to
a metal wall in a shielded room (this may not be the suggested test setup, but such setups have been
observed by the author many times). The capacitantteediCP is mainly relevant after about 10

ns of a direct discharge into the HCP (in indirect ESD testing). For the first 10 ns the waves bounce
on the surface of the plate and couple into the DUT. The fact that the HCP acts as a capacitor is not
yet visible. Only after the reflections of the waves have ceased will the plate be considered a
capacitor. It will reach a voltage that can be determined by a capacitive divider ratio from the ESD
generator capacitance and the HGRSND capacitance. The DUT will bexposed to a more or

less static field (decay time: C_HCP fiegohm). Only very few DUTs are sensitive to such slow
decaying fields. Keyboards, and high impedance turn on/off circuits are examples of such circuits.

6.1.10.5 Insulating layer on top of tle HCP

Especially for testing of displaysn mobile devicesthe specification of the thickness of the
insulator on top of the HCP is critical. The current standard specifies the insulator asna ik
plastic sheet. Two problems have been observed:

1 The insulator is often not flat. Here, using a polycarbonate insulator can providetarong
flat material

1 In testing of tablets and cell phones, one test configuration is to place the display towards
the HCP and to discharge to the phone. In this cdaeg@ capacitance is formed between
the DUT and the HCP. The value depends on the size of the DUT, geometry, flatness of the
insulator etc. Values from 16R00pF are typical for cell phones and tablets. Due to the
discharge to the DUT all injected curresill flow as displacement current through the
insulator. Local variations in the flatness will lead to local variations in the displacement
current density. Many soft and hard failures have been observed insigewgpwn testing.
A discussion is needed regarding changing to a thicker insulating layer, eugL, Bhis
would still lead to a large displacement current through the display, and display weaknesses
could be discovered by an air discharge to the display. It would alsvedie repeatability
problem caused by the present test requirement.

6.1.11 Avoiding Effects of a Previous ESD Event on the Next ESD Event: Software
Recovery and Charge Removal

The basic idea of the IEC 6104d€ testing is that each discharge is indefsnt of any previous
discharges. This has two consequences to be aware of:
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1)

2)

Software: Any error correction or recovery triggered by the previous discharge should have
completed before the next ESD pulse is applied. Now the test engineer may ask: How do |
know if this is the case? There is no clear answer. For that reason, many will often apply 20
pulses/sec in contact mode and, if a failure occurs at a test point, the test may be repeated at
1 pulse/sec. Now applying 1 pulse a second for approximately df8sp(a large number

of pulses are needed to achieve repeatability|Ree1993, Wen1999, Mar201Rit1992,
Har2016) will take time. But this is only needed at the few points at which a problem was
detected.

Electrostatics: A previous ESD can charge tiBHJT. In this case the solution is easy,
connect the DUT to ground via some high impedance path. People have used carbon fiber
wire, wires with 47Ckilohm resistorat each end etc. All of those will (see the exception
below) not really impact the testing ¢hey are rather invisible for RF, but they drain the
charge after the ESD. The exception is secondary ESD. Consider a cell phone connected to
AC power via a Avire charger. The-®ire charger has no connection to ground. So, if a
discharge is applied tihe phone, the phone and the DC side of the charger will charge up,
this may lead to a secondary ESD event inside the charger. This secondary event is known
to often destroy the charger (and sometimes the phone due to over voltage from the charger).
The oher aspect are charges on the glass or on the plastic surface. An air discharge to an
insulating surface will lead to surface charges. Although no spark is visible, current levels
of up to 10amperesan be reacheas shown in Figured3
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Figure34: Discharge current for spark less discharges to a display glass [Gan2017]

The surface charge deposition can be visualized by blowing laser toner dust onto the charged
surfaces. The toner powder will be attracted to the charges on the surface. Té® figur
created this way are called Lichtenberg dust figures (see F8pyrerhe method was
initially published in 1776.
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Figure35: Lichtenberg dust figures obtained for different discharge voltage levels and polarities on a display glass
surface. ESD simator approaching speed: 0.3 niRelative humidityRH): 40% [Gan2017]Note: top figure is
positive charge voltage, bottom figure is negative charge voltage.

These charges should be removed from the glass or plastic surface. Here a brush seega®tb be a
method. While an ionizer will also remove the charges quickly, there is the potential risk that an
ionizer will change the characteristics of the air discharge. This change can be positive for the test
result repeatability. The stream of ions durimgdischarge testing will reduce the likelihood of

very fast rising air discharge currents at higher voltages.

To allow independent testing without impact of the previous discharge the following ground
rules are given:

1 Use 20 pulses/sec for contact moekgting, 100 pulses at each test point and voltage
level seems to be a good value (at least much better than the 10 pulses as suggested
in the present standard).

9 If a soft failure occurs at 20 pulses per second, retest at 1 pulse per second. If the
failure does not reccur, assume it was a result of the fast pulse rate.

1 After each ESD pulse the charges must be removed to avoid secondary discharge
situations.

o For contact mode testing to parts that connect to the body of the phone a
ground wire with >Imeghm is appropriate.

o If a2 wire AC/DC converter is used the time constant should be about 1 ms
i 10 ms to GND (global GND) capacitance.

1 Surface charges on glassplastic surfaces from spaldss air discharge should be
brushed off using a carbon brush or an ionikiete that theearbon brush should be
in good shape (no worn out bristles for example) andure that appropriate
locations be brushgde. locations of ingressloating conductorsand insulators).

6.1.12 Secondary ESD

When an ESD event reaches a-{goaunded metallic part within a product, the voltage of this metal
part with respect to ground will increase. If the isolation to grouirgidficient, a secondary ESD
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event can occuiThe discharge occurs across a spark gap between the floating and the grounded
metal. The spark gap isvoft ageuwlhndgedOearsthatthe as
voltage is larger than the stasit breakdown voltage of the gap. This can occur if the voltage on a
spark gap rises quickly. Even if the voltage surpasses the static breakdown voltage, the breakdown
may not occur due to the lack of initial electrons. This delays the initiation of¢hkdown. If the

voltage rise is fast, nanoseconds, the gap may reach double or triple its static breakdown voltage.
Such highly ovewoltaged spark gaps lead to very fast current rise once the discharge is initiated
[Wan2014, Wol2015Xia2011,Xia2012,Whi2012, Mar2017, Mar2017b, Mar2018]. The voltage
across the spark gap leads to the breakdown of the spark gap and the initiation of the secondary
ESD current.Secondary ESD events are especially harmful to electronic products for multiple
reasonskFirst, the peak discharge current within the secondary spark gap can be more than five
times larger than the current of the primary electrostatic discharge (ESD) event from the ESD gun
[Mar2017a, Rez2017, Mar2017b, Mar2D1Blext, the rise time can be mudaster than the
discharge from the ESD gun. This is a consequence of discharging a highiyolbaged gap.

Third, the secondary ESD is within the product, thus, it can couple more strongly to the electronics.
This can lead to soft and hard errors. Fratesting point of view, another problem results from

the repeatability of secondary ESD. The secondary discharge varies much more than the primary
discharge due to the variability of the statistical time \&@f2014.

Secondary ESD is often found for:

1 Non-connected metal parts in a product. These are often metal parts placed for decorative
reasons

1 Two wire connected AC/DC power supplies

It is important to monitor secondary ESD in a test setup. This can be done by attaching a current
clamp at the tip othe ESD generator or on the ground strap of the ESD generator. The discharge
currents, as captured by a current clamp can then be monitored by an oscilloscope to determine if
secondary ESD occurs. If it occurs, it is essential to note this in the tert tejs suggested that
monitoring for secondary ESD in ESD testing be requitateeds to baddressedvhen planning

the experimental setup.

The secondary ESD event can be detected using sofasaigted measurement techniques. The
ESD gun dischamgcurrent is monitored using ar6b current clamp at the tip of the ESD gun. The
acquired current clamp waveform is further analyzed for waveform parameters such as the vertical
threshold of the rising edge, the di/dt of the current waveform, and tatajecdelivered, which
enable automatic detection of secondary ESD [Mar2018].

6.1.12.1 Timing sequence of secondary ESD

The secondary ESD event follows the primary charging event by a variable time delay (statistical
time lag), ranging from nanoseconds tolliseconds. Most modern oscilloscopes offer the
capability to collect separate events as a sequence of individual captures. These methods allow the
scope to rdrigger very quickly (<50 ns) after an initial acquisition. The dateollectedwithout
processing to increase the-tegger ability. Only after a sequence of trigger events is captured will

the data be processed and displayed. This allows to capture sequences of pulses having a very low
chance to miss a pulse. A sequential acquisition is ideakipturing manyapidly occurringeSD

events, or for capturing intermittent ESD events separated by long time gaps. The concept of
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capturing a sequence of events during secondary ESD is illustrated in &Fg&igure $ shows
the geometry and the testup.

10001 high voltage probe to monitor the voltage on
the floating piece of metal. The probe ground is
connectedo the shieldedenclosure

Plasticscrewsand nuts used to fix
1 the plate at a defined distance of

/  5mm from the currenttarget
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Figure36: Geometry and test setup used for the measurement of secondary ESD of decorative metal (here a 3 mm
thick Al-plate is used). The timing of the voltage charge up, primary and secondary ESD is explained iBrFigure
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Figure37: Graphical explanation & typical ESD event followed by a secondary ESD waveform. The collapse of
plate voltage is an indication of the occurrence of a secondary ESD event.

In general, the rise time of the secondary ESD currents is faster than that of the primary charging
ESD arrent from the ESD gun. In real products, measuring the secondary discharge at the source
location would be difficult to access and would require the use of external measurement equipment
such as the wire loop antenna6¥ current clamp, or monitoringelffloating metal voltage using

a high voltage probe to detect the occurrence of the secondary ESD event. In some cases, it may
not be possible to access the source location of the secondary ESD event inside a real product,
which will lead to a bandwidth riitation of the rise time measurements performed using the
external equipment. Figuré 8lustrates a controlled setup to measure a secondary ESD event that
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can be used for modeling in fullave simulation software. The simulation model assists in
predictng secondary ESD induced current levels as a suggestive guideline focas®sise time
and peak secondary ESD discharge current.

6.1.12.2 Insufficient test documentation

Engineers are often faced with the dilemma that a product failed ESD testingvétow is often
unclear how the testing was done and reproducing the result is often impossible. Here, the
variability of the test results due to software status, configuration, wire routing, ESD generator
model used, etc. cannot be easily overcome. Mewenany test details can be documented very
well using video recording (if allowed).

It is suggested that test houses record a video of the testing while the discharges are applied. This
has been implemented using a foontrolled paddle that initiatése recording of video such that

it captures the ESD generatoro6és position and
(like screen flicker), and it starts the recording of the current by an oscilloscope. This way one can
exactly associate the irent and testing to an individual failure. Of course, if no failure occurs the
video and current data may be disregarded.
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Chapter 7: ESD Simulator Calibration Improvement

Sen Yang, MS&T EMC laboratory
Jianchi Zhou, MS&T EMC laboratory
Dr. David Pommeenke, Graz University of Technology

7.0 Introduction

The IEC 610004-2 ESD generator calibration standard only specifies the dischasgreund
scenario. In real measurements however, the ESD generators often discharges to different load
conditions. The behaviors of the ESD generator under different load conditions arevimdérioe
engineers. Thus, a measurement setup which is based on an extension to the IE26st@00ard
calibration setup is proposed here to help the engineers understand the ESD generator behavior
under different impedance load conditions.

Additionally, an airdischarge mode calibration method is introduced to determine the step response
of ESD generators for air discharge mode.

7.1  Contact Mode Discharge into Impedances other than a Short

7.1.1 Modified ESD Target and Impedance Loads

The propose method only slightly modifies the existing ESD generator calibration method, greatly
simplifying its implementation and not requiring a differentiget Different impedance loads are
created by adding lumped components (resistor, capacitor or theimetiob) to the front of the

ESD target. The impedance load will be referred to as the ESD target load in the later sections. The
following loads are proposed (|| indicates components in parallel):

2V (presenESDtargetload)

T100 Y

T1 kY

110 pF |0 BY k¥ héeded as some ESD generator
mode without a resistive load.)

1 100 pF |] 10 kY

9100 pF || 100 Y

f 100 pF || 10 Y

These values are selected to represent the load impedance of real measurements. For example, the
100-pFload could be a discharge into a rgmounded small cell phone. Thé-pFload discharge

could represent the case of discharging into a small decorative metal which may cause secondary
ESD or a discharge into a car key fob. The 10000 pF || 100 and DO pF || 10 are the values
recommended by other researchers. A high resistance load investigation was reported by Nieden in
[Nie2010, Nie2009], thus, a high resistance load cake J Will be included in these measurements.
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The center discharge pad betESD target is removed (FiguB® and the ESD target load is then
screwed into the center of the ESD target. This offers a flexible method to change the load
impedance seen by the ESD generator and to measure the discharge current with high accuracy
using the same seip. A plastic tubefilled with epoxy holds the resistor or the capacitor (Figure

39) to avoid high voltage breakdown and ensure mechanical stability.

Figure38: Load installed on alEC 610004-2 ESD target. Shown is a 100resistive load

_— Lumped
g compo:ents
_/\/\,\,74

o e |
screW |

Brass Pad

Figure39: Structure of the ESD target laabhe resistor and capacitor are embedded in epoxy.

The ESD generator discharges directly to the metal pad on the top of the ESD target load.

7.1.2 ESD Gun Calibration with a New Target Load Measurement

There are three major objectives: 1) to study the behavior of ESD generators discharging with
differentload impedances; 2) to offer a calibration test method for different load impedances if the

experiments show that it is necessary; 3) to provide reference data for the study of the ESD
generator SPICE models with different load impedances as discusseapite4.

The response to different load impedances of seven ESD generators was analyzed. These ESD
generators will be r e {ineludeseddifferent commercially a\Ri@kleN1 t o
models from 3 different supplier&) the later section. Befe performing the ESD target load
experiments, all the ESD generators were tested using the st#aGatd0004-2 ESD generator

calibration seup (Figure40, note that the use of a 2B attenuator may result ioscilloscope
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damagdor highervoltage levels, use of higher attenuation values, such as, f0ajBe necessary

The discharge current after the first several nanoseconds is sensitive to the ground strap position.
Although the strap position was as recommended for ESDGUNZ2, its djectiarent violates the
requirements(Figure 41). Because of the limited high voltage tolerance of the resistors and
capacitors used in the ESD target loads, ordlykiovolt and +2kilovolts discharge levels were
measured. Three discharge events werededoat each voltage level. As shown in Figuzedd

Figure 8, the discharge current of the ESD target load shows good linearity.

If a nonlinear behavior were to be observed, the following reasons should be considered:

1) Inaccurate voltage is displayey the generator.

2) A small voltage drop occurs across the relay after the internal spark is initiated. This drop is
not a function of the current (or only a weak function) and is often in the rangelof\@its
For low voltage settings, the drop may leadcin observable nonlinear current increase with
charge voltage.

3) Resistors may show a voltage dependent resistance value. The voltage coefficient is usually
negative (resistance drops with voltage).

4) Voltage coefficient of the capacitors, especially foao@c capacitors.

Metal Enclosure f

20dB b
: ESD target
[ with
Oscilloscope impedance
load

Ground
strap

Figure40: Measurement setup for ESD generator discharging into different load impedances, 10 GS/s, 2 GHz
bandwidth. ESD target courtesy of ESDEMC Technology LLC.
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Figure £: (a) Partially overlapping dibarge current waveforms of ESDGUN7, 100oad impedance. Three
waveforms are shown for each discharge level. (b) Zooto first peak. £1 kV waveforms are scaled to +2 kV; the
results indicate good linearity and repeatability. Note: all negative disehargeforms are inverted in the plot for

better comparison.
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Figure 48: (a) Partially overlapping discharge current waveforms of ESDGUN7, 10 pF load impedance. Three
waveforms are shown for each discharge level. (b) Zooto first peak. Note: The disahge voltage levels are 1
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Figure 4. Discharge currenwaveforms for resistive loads of ESDGUN1. The discharge level is +2 kV.

To illustrate the dominating effects, the waveforms of one ESD generator are discussed in detall
(Figure44 and Figure 8). A similar behavior is observed for the other ESD generétagsres 4

and46). If an output impedance of a contact mode ESD generator is defined by the peak current
requirement of 3.75 A/kV, a value of 266is obtained. This indicates that a generator should
reduce the current from 7abnpereso 5.4amperesf a 100, load is uged at XKilovolts and to 1.57
amperesf a1l k load is used. The measured average valuesargbresand 1.52amperesvhich
indicates that the simple output impedance calculation is suitable to predict the current for resistive

loads. For d0-pF capaciive load the second peak disappears while the first peak is not strongly
affected (Figure B).
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Figure %&: Discharge current waveforms for capacitive loads of ESDGUNL1.

The first peak and the rise time for different ESD generators under different Ipaddntes are
summarized in Figurd6, Figure47 and TablesA & 5. A load impedance of 2 indicates a
discharge directly into the ESD target without additional ESD target loads. Figared4-igure

47 offer an easier comparison between different ESD gémes. To judge if the variations between
different generators at neshorted load impedances are a concern or not, one can udeCthe
610004-2 peak current limits. This allows £15% deviation from 3.75 A/kV. FigtBendicates

that the variations for ber load impedances are also within +15% limit relative to the average
values at each load impedance. Furthermore, the ESD generators show similar tendency over
different load impedances; i.e., if the ESD generator has lower peak valuedaa@ impedaoe
(such as ESDGUN4 vs ESDGUNTY in Figu®,4t is very likely to have lower peak values in other
load impedances.

As shown in Figurél7, most ESD generatorgse times are within the range of @22 ns for all

load impedances tested, which is withig5% (as specified by the IEC 6108 standard for rise

time variation) of the average measured values. The largest variations are observed in the high
impedare load impedances (1 kand10 pF||1&k ). The internal structure of ESDGUNS leads to

a reduction of the rise time to only 0.3 ns rise time at a load impedance of 10 pF[[h&laverage
measured value of peak current and rise time for each load ingesdareused as reference values

in Chapter 4vhich focusd on ESD generator SPICE model comparison.
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Table4: +2kV contact discharge of 7 ESD generators, first peak value. Unit: Ampere

Load ESDGUN1 ESDGUN2 ESDGUN3 ESDGUN4 ESDGUN5 ESDGUN6 ESDGUN7
impedance

2 Y 8.18 8.74 7.39 6.72 6.92 6.99 8.11

100 VY 5.60 4.81 491 4.24 4.77 5.17 5.81

1 kY 1.68 1.50 1.32 1.31 1.40 1.52 1.92
10 pFI| 5.63 5.85 5.14 4.52 5.45 5.09 5.84
100 pkF| 7.31 7.16 7.22 6.76 6.64 6.36 7.47
100 pkF| 7.51 7.35 6.95 6.60 7.15 6.64 7.47
100 pkF| 7.31 7.35 7.26 6.76 6.64 6.37 7.35

Table5: +2kV contact discharge of 7 ESD generators, 8% rise time. Unit: ns

Load ESDGUN1 ESDGUN2 ESDGUN3 ESDGUN4 ESDGUN5 ESDGUN6 ESDGUN7
impedance

2 Y 1.0 1.0 0.7 0.9 0.8 1.0 1.0

100 VY 1.0 1.0 1.0 1.0 0.9 1.1 0.9

1 kY 1.1 1.0 1.2 1.4 0.9 1.0 1.0
10 pF| 0.8 1.0 0.3 0.6 0.9 1.0 0.7
100 pkF| 0.9 0.9 0.8 0.9 0.9 0.9 0.9
100 pkF| 1.0 1.0 0.7 0.9 0.9 0.9 0.9
100 pF| 0.9 0.9 0.8 0.9 0.9 0.9 0.8

7.2 Pre- and PostPulsesand Leakage CurrentCaused by ESD Generators

Besides the main current pulse, ESD generators will inject other currents into the DUT. In most
cases, this is not relevant, however, if a DUT reacts to them, it czerydifficult to identify the
reason. This chapter briefly treats the pre and poastes caused by ESD generators.

The authors are aware of the following secondary currents:

- Currentdue to main capacitor voltage variati®@ome ESD generators chargethe main
capacitor and do not monitor its voltage. Now the voltage may decrease due to corona
discharge. These corona currents are mainly relevant akito¥0lts charge voltages. One
may argue that a charged human would have the same properties: Corona may reduce the
voltage. From a testing point of view one may want to have a known voltage, thus, some
ESD generators have a voltage regulation circuit which kelepsvoltage constant.
However, this leads to another set of problems. The ESD generator may charge up a high
impedance device by its recharge current.

- Leakage currentn contact mode the relay is at first open and the main capacitor is charged.
However, here is a leakage current through the relay. This current, although small can
charge up a high impedance device. The leakage current strongly depends on the charge
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voltage, and the age of the relay. It is time dependent, initially, after charging th&éarapac
it may reach 1uA.
- PrepulsesDepending on the circuit of the ESD generator (e.g., usage of one or two relays)
pre pulses can occur from the charge up process of the capacitor.
- Post pulsesAfter the initial pulse, additional pulses can occur duedgmition of the arc,
and due to charge up of the main capacitor.

Radiation from currents caused
f by the relay voltage collapse

p Radiation from the
Tip L\adischarge current
-

Discharge current[

IDUT

Figure48: lllustration of the radiation sources during ESD testing

The radiation from the discharge current (see Figi®)ehas been well studieflkoo2008] to
correlate the failure level with the characteristics of the discharge current, e.g. the rise time, the
maximum current derivative or the spectrum. However, the radiation from the currents caused by
the relay voltage collapse is aften-neglectedacta during ESD testing.

7.2.1 Multiple Pulses in Air Discharge

In an air discharge, the main pulse may not completely discharge the main capacitance of the ESD
generator. The spark may quench leaving a residual charge in the main capacitor. Upon further
approach, subsequent discharges occur which will deplete thenmegnaharge in the main
capacitor. These secondary ESD pulses have lower peak amplitude, but much faster rise time. Here
it needs to be considered thamiananmetal(H-M) pulse in air discharge from a discharging person

may also have the same featurdse Total transferred charge (transferred in multiple pulses) will

not surpass the total charge stored in the main capacitor and local stray capacitance of the ESD
generator.

The second situation, which may cause pulses, has been observed on ESD gaiechtbes/e a

cable connection to a high voltage supply. The capacitance of the cable and possible capacitances
inside the base unit will recharge the main capacitance of the ESD generator. The speed of the
recharge depends on the charging resisituie ad having a second relay in the haneld unit

will prevent this type of recharge. However, if it occurs, it can lead to subsequent ESD pulses after
the main pulse, finally (sum of the charge of all pulses) surpassing the charge value stored in the
main cgacitance, as additional capacitances (e.g., cable capacitance) are discharged.

7.2.2 Pre/PostPulses

Pre/post pulses, also seen in the transient fields if the tip is not connected to anything, are usually
caused by the chargg phase of the ESD generatdbhe ESD generator may close a relay, which
suddenly charges structures inside the ESD generator. This rapid charging can cause transient field
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pulses having rise times < 300 ps. A similar charging praesaso occur when the relay moves
back to the lsarging position depending on the structure of the generators.

Figure49 shows an ESD generator model including the parasitic parameters. When the relay closes
on the A side to charge the main capacitanagd€local ground will move in potential, andtact
A will drop in potential. This will lead to a current injection at the tip viadhd Gr.

— Fire button on:

Ri="~10 MQ
S1
_”_
Cpl Cp)
_]'_High voltage Vs ‘ C1 150 pF Cp7
R; 3300 g
Gun local GND

CPBT g Lstrap= ~4uH E Al V\EIB i
Cos |

Figure49: ESD generator model including some parasitic parameters

As the ESDBinduced soft failure is mainly caused by the disturbance digldethe induced voltage
measured by a 0.5 éioop probe is used as an indicator for the transient magnetic field. Two types
of post pulses were observed. The time sequence of such an example is shown BOFigure

1kV

; . 60ms |
L : , Time
Main Post 1 p&t 2
akv iq us E 6.0 ms i
L ' Time
N
Main Post 1 Post 2
Bkv 66 us ! 6.0 ms ;
L :L i Time
Main Post 1 Post ;

Figure50: Time sequence of the |s@s during an ESD discharge
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The first post pulses caused by the relay-ignition of the spark within the relay. This is identified

by the fact that the current waveform has similar waveform shape with the main pulse, and the time
difference depends dhe voltage. The second post pulse is caused by the relay. The 6.0 ms delay

represents the relay mechanical movement. The timing is not affected by the charge voltage. The
pulse is caused by the charge up of the structure, with emphasis on the highcfyexqumeeponents.

The waveform at &ilovolts is shown in Figure b

Discharge current measured by the F65 current probe (1 GHz bandwidth) at the tip
T
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Figure 8.: Discharge currents measured at the gun tip and the induced voltage measure by’ 0 mmbe at 8
kV. The probe is placed 20 cm, oriented to capture the main field component.

As Wang etc. [Wan2004] has shown that the devices subjected to then&i®@d fields can be
sensitive to a certain range of the spectrum, it would be challenging to reproduce the test results
whenthe post pulse is stronger than the main pulse for certain generators. An example is given for
a generator that has been tested when therwegsured induced voltage is 10 dB higher for the
post pulse than the main pulse in the frequency range from 244348 GHz, see Figur&5
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Figure 2: Comparing the spectrum for the main pulse and post pulse at 8 kV.

The Industry Council on ESD target levels suggadtingguidance to the IEC 610082 standard
which:
1 Informs the user and ESD generator mactufie@r about pre and post pulses
1 Ask manufacturers to quantify the leakage currents
1 Ensures that these pre and post pulses are significantly weaker than the main pulse, both for
current and fields.

7.3  Improved Air Discharge Calibration

Many electronigroducts must comply with IEC 610@82 [IEC2001] and/or ISO [ISO2001] ESD
immunity standards before entering the market. Contact discharge and air discharge are considered
in these standards and have been analyzed in [She2014, She2015 and Zho201@pritathe

di scharge measurement, the ESD generator (als
the DUT. The discharge occurs when the internal relay of ESD generator closes. In the air discharge
measurement, the internal relay is kept closed ashtweed ESD generator approaches the DUT.

The discharge in the air gap between the ESD generator tip and DUT can occur when the distance
reaches a certain length. The current carrying charge carriers within the spark can either originate
from surface progesses or a result of gas discharge processes [Sve2002].

For contact discharge, the discharge current waveforms are highly repeatable because the high
vol tage spark only occurs inside the ESD genet
such as SF6 and N. Thus, it is possible to specify a standard waveform for a contact discharge
measurement. On the other hand, for an air discharge measurement, it is well known that the current
waveforms have poor repeatability due to the variations of the spark resisthict results from

the variation of the spark length. The variations of the arc length are a result of the approach speed
and the statistical time lag. The statistical time lag is affected by humidity, surface conditions,
voltage, etc. [Pom1993]. Thusjs difficult to define a reference current waveform for air discharge
calibration.
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To produce better repeatability in the discharge current in an air discharge mode, two approaches
exist:

1) Discharge at a spark length given by the Paschen equatiorl@8, Rit2015, Zho2017,
Yua2010 and Bor2008]. This can be realized by slowly approaching the ESD generator,
possibly combined with methods that reduce the statistical time lag. Here, sirawgplet
(UV) light, high humidity, and graphite layers on #lectrodes can be used. If this method is
selected, the discharge waveforms will repeat well, especially above 5 kilovolts. However, the
current rise time will be rather slow (e.g., 3 ns at 10 kilovolts) as the long arc length leads to a
slow drop in tharc resistance. The rate of change of the current for voltages above 3 kilovolts
will be in the range of a few A/ns. Thus, the arc is stabilized at a low threat level. The step
response of the ESD generator and Higlquency components of the current wiaven and
fields will be suppressed by the slow drop of the arc resistance. Thus, the test is more about
determining the selection of the main RC components of the ESD generator. In addition, Ishida
et al. proposed an air discharge calibration method lasedixed gap discharge [Ish2016].

The idea is to use a fixed gap to replace the varying distance between ESD gun tip and the
ESD target of the typical air discharge measurement. The process used spark gaps from
Paschen length, down to 1/3 of Paschenttenghe shorter, strongly owepltage gaps lead

to fast rise times and high peak currents. As the spark length is fixed, the waveforms are
repeatable. However, they are still influenced by the time varying spark resistance. Another
condition for this metbd to work is that the voltage rise, which is initiated by closing the
internal relay is much faster than the statistical time lag. Otherwise, it is possible that the
discharge may already occur while the voltage is rising.

2) If a low voltage is used and the ESD generator approaches the ESD target quickly, the arc
resistance may approach an ideal step function. One would hope that its resistance changes
from infinite to nearly zero in picoseconds. Achieving this would alb@apturing the step
response of the ESD generator. The problem is that the spark gap formed between the ESD
target and the ESD generator tip does not act as an ideal switch even at fast approach speeds.
The method suggested in this white paper (see Setdynmproves this concept by using a
Mercury wetted relay that approaches an ideal switch much better.

The calibration approach presented in this white paper avoids testing ESD generators in actual air
discharge mode that have a spark at the tip. Thpogsed method measures the step response of
the ESD generator in air discharge mode using a Mematted relay. The details of the structure

and measurement sgp are explained in Section 7.4. Human body discharge step response was
also measured usindghé same Mercury relay sep. The measured human body discharge
waveform can serve as a reference for the air discharge mode waveform for air discharge
calibration.

7.4  Step Response Method for Air Discharge Calibration

7.4.1 Step Response Methodsing Mercury-wetted Relay

To measure a good approximation of the step response of the ESD generator a-ietteary

relay is mounted between the tip and the ESD current target. The additional structure has a length
of 16.4 mm. It substitutes the actual spafig(re53). ESD current targets have a discharge pad at
their center [IEC2001]. In this measurement, the discharge pad is replaced with the Mercury relay
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which is enclosed into an epoxy filled tube to ensure mechanical stability. The relay is activated
once a permanent magnet is brought into its proximity.

Epoxy Plastic tube
$ !
—/— —

Relay .

M3 screw
/// Mercury
(a) Brass Pad (b) wetted relay
in the epoxy

Figure53: The diagram (a) and photo (b) of the Mercury relay tube

7.4.2 Step Response Measurement for the ESD Gun

The Mercury relay tube is screwed onto the center of the ESD target (Bufde selected relay

cannot withstand voltage higher thakilbvolts, so measurements were performed &tlovolt.

An Agilent DSO81304A oscilloscope was used in the measutg@@eS/s, 12 GHz bandwidth).

Three ESD generators from different manufacturers were tested. They will be labeled as
AESDGUN10, AESDGUN20 and AESDGUN30 in the mea:

-

Use the small
magnet to swjkﬁ
lon the relay”
I I’ B

)
=l ]

-----

ESD target with
added Mercury

L\\ relay
P

" Ground strap

Figure54: Mercury wetted relay attachment screwed intoctieter conductor of the ESD current target.

7.4.3 Step Response Measurement for the Humametal Discharge

The event of a human discharging via a hhalll metal forms the reference event for the IEC
610004-2 standard, and it can be tested as to how airttile step response of the air discharge
mode generators is to theimanmetal dischargevent. As shown in FigurB5, the person is
standing on a piece of Styrofoam for insulation. A high voltage supply ensures the correct charge
level. The testeholds the air discharge tip against the Mercury relay when the step response is
measured. The discharge current and transient field of two testers were measured, the text refers to
them as fAPersonld and APerson2o0.
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Figure55: lllustration of humarmetaldischarge step response measurement.

7.4.4 Transient Field Measurement

Previous research has shown that the transient field of ESD generators in contact mode differ
strongly, especially in the higher frequency region [Koo2008]. The variation in théetrafisld

often causes differénequipment under tesEUT) failure levels when using different ESD
generators. Thus, it is necessaryinvestigatethe transient fields of the ESD generator in air
discharge mode. Following the methodology outlined abtwe,transient fields during a step
response excitation were captured. FigeBeshows the satip of the transient field measurement.

A shielded loop probe having a loop diameter of 1 cm is used-filtHmeasurement. Thefeld

sensor which was shown [Chu2004] is used in the measurement. THeld sensor has a flat
response from ®IHz to 2 GHz. On the other hand, waveform deconvolution [Yan2017] is needed
for the Hfield data as the sensitivity of the loop probe drops at lower frequencies by @cdB/

The Hield probe is good up to 2 GHz. The transient fields at a 10 cm and 40 cm distance from the
ESD target center were measured. The discharge curréalg Eand Hfield of the same discharge
event can be recorded simultaneously. It should hednthat the transient field of the ESD
generator discharge event is NOT rotationally symmetric [Koo2008]. The E/H fields in this set
were measured at different locations (Figbe
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Figure56: E- and Hfield measurement seip, based on th&EC 610004-2 ESD generator calibration standard. The
frequency response of thefield probe is flat from about 2 MHz to 2 GHz. The frequency response of-fledcH
probe has been deconvolved mathematically.

7.4.5 Repeatability

Achieving repeatabilitys the main challenge for every air discharge calibration method. The
Mercury-wetted relay is the best possible approximation of an ideal switch. Thus, this relay has
achieved excellent repeatability in both human metal and ESD generator discharges.

7.4.6 DischargeCurrent

The data shown in Figuk compares ESD generators and discharges from people holding the air
discharge tip in their hand. The step response and the initial rise of each waveform is similar. The
rise time is detehomi hedmbdbyg bphet ie dbad c swy tcel ¢
the bandwidth of the oscilloscope. Since the ESD target shows ideal impedance up to 5 GHz, the
measured discharge current data will be filtered by a 5 GHofidetr low pass filter. The discharge

current of ESDGUNL in contact discharge mode (black dotted line) is also shown inG7igure
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Figure57: Step response currents for three ESD generators and two people.

Core findings from the discharge current comparison in Figtege:

1) The measurement method gives repeatable step response information that allows
characterization of the ESD generators in air discharge mode without having any effect of an
arc(repeaability not shown in the Figure 57)

2) The peak values of these three generators varied betwemmBedesnd 7.8ampereswhich
are well within +15 % of the average measured ESD generator peak values for a charge
voltage ofl kilovolt (a larger samle size of ESD generators may show higher variations
between ESD generators).

3) Comparing thel kilovolt ESDGUNL air discharge step response (yellow solid line) to the
contact mode discharge (black dotted line) reveals ardferedarger peak current vad
which is partially explained by the difference in rise time. There is also significantly more
charge in the initial peak of the step respotige thecharge on the stainless steel fijne
later parts of waveforms (after 10 ns) almost overlap. Thidtsesam having the same RC
network for contact mode and the step response.

4) The human met al ESD event (APersonlo and
7 amperego 8.2amperesThis is caused by the local capacitance of the hand that is close to
the grounded wall. This structure is bulkier than the tip region of most ESD generators leading
to a higher current in the step response (Fi§tyeThe total charge of the human metal ESD
was less than the total charge of the ESD generators. Thisesetgpbcted as in most cases
the capacitance of a human to ground is less than the 150 pF as specified in the IE€ 61000
2 standardHuman to ground capacitance can be as low as 70 pF in a wood frame house
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[Tal2016] but the capacitance can be double stamhding (insulated) on a conductive floor.
For that reason a person charged with the same amount of tribo generated charge can have
twice the voltage in a wood frame house as they would have on a conductive floor.

5) All air discharge ESD generators showedjing in a different frequency. The human metal
ESD does not show the double peak structure which is (for historical reasons) part of the IEC
6100042 st andardo6s reference wavefor m.

6) Itis known and has been reported many times that the human metalr§Siarely shows
the clear double peak structure [Pom1996].

7.4.7 Transient Field Results

As the current flows through the ESD generator, the transient field must be part of the discharge.
However, there are fields that are caused by the relay. Thual, lsurearmetal ESD would not

have such fields. On the other hand, a human metal ESD may have much faster rise times, thus
causing strong EM fields. The setup of the field measurement is shown in Figure 56.

The following conclusions can be drawn from thecgic field results in Figuré8 at a 10 cm
distance

1) The peak field strength at 10 cm is between 4.5 and 5.5 kV/rh kil@volt charge voltage.
In a real air discharge situation, it is not expected that the field strength increases linearly with
voltage, as the rise time would typically increase with voltage.

2) The human metal ESD event shows a much larger electric field in #retilae of the
waveform as a result of having a charged body. In contrast the ESD generators store the
energy in a discrete capacitor. Thus, these fields are not visible outside the ESD generator.

3) Therise time is determined by the relay and the fieldsem s 6 bandwi dt h (abou
it cannot be attributed to properties of the ESD generator.
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Figure58: E-field of the step response measurement result at 10 cm at +1 kV for three ESD generators and two
human metal discharges, the measurement hdtfdig limited to 2 GHz (E field sensor) at a 1 kV charge voltage.
Discharge is performed via Hg relay.
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The magnetic field data in Figus® shows that

1) The peak values are in the range of 9 A/inA/m for the cases investigatedldtilovolt.

2) The rising edge is determined by the Mercury relay, not by the ESD generators.

3) The Hfield waveform shapes are similar to the corresponding discharge currenbmasef
at this distance.
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Figure59: Deconvoluted Hield of the current step response measurement at 10 cm at 1 kV for three ESD generators
and two human metal dischargBsscharge is performed via Hg relay.

The Efield sensor and Hield sensor were placed 40 cm away from the ESD target cdiner.
setup of the field measurement is shown in Figurelb@é. discharge current-fteld and Hfield
waveforms were recorded at the same time by the oscilloscopevas shFigures 60 and 61.
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Figure 60: Efield measurement result at 40 cm at 1 kV for three ESD generators and two human metal discharges,
the measurement bandwidth is limited to 2 GHz. Gun are discharged in contact mode. Persons discharged via air.

The following conclusions can be drawn:

- The field strength at 1 kilovolt and 40 cm is betweeni017kV/m. In a real air discharge
situation one could not expect that the field strength increases linearly, as the rise time would
increase with voltage.

- Thehuman metal ESD shows a much larger electric field in the later time of the discharge.
This is a result of having a charged body. The ESD generator stores the energy of the
charged body in a discrete capacitor, thus, these fields are not visible oh&siESD
generator.

- The rising edge is determined by the relay and the scope bandwidth, thus, it has no
relationship to the ESD generator.
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Figure 61: Hfield measurement result at 40 cm at 1 kV for three ESD generators and two humatisolesayes.
Gun are discharged in contact mode. Persons discharged via air.

The magnetic field data shows:
- The peak values are in the range 2.1 A/th8 A/m for the cases investigated at 1 kilovolt
- The rising edge is determined by the mercury relaybpadhe ESD generators
- All ESD generators and the human show ringing, the belief is that some of the ringing may
be caused by the test setup (e.g., the 90 ns ringing seen in every waveform).

The Mercury relay measurements are highly repeatable. Thus)dthed has the potential to be a
calibration method of an ESD generator in air discharge mode.
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7.4.8 Discussion

The air discharge is well known for its poor repeatability due to the variation of the spark length
for approaching electrodes. Several afiesthave been made in the hope of defining a calibration
method for ESD generators in air discharge mode. Greatly improved repeatability can be achieved
either by a fixed gap [Ish2016] or by only considering discharges at spark lengths defined by
P a s ¢ HasvnAdtteough carefully controlling the experimental parameters such as approaching
speed, humidity, and air pressure can improve repeatability, it is not possible to achieve the
repeatability of contact modka spark is part of the testing. The progbseethod overcomes this

by avoiding the arc and capturing the step response of the linear ESD generator. The measured
currents and fields are well repeatableuging the Hg relayrepeatable enough that differences
between different brands of ESD generatoecome clearly visible. The data also indicates that the
peak current variation between different brands of ESD generators (sample size of only three) is in
the same range (within £15%) as accepted for contact mode. As the spark is substituted/py a rela
no useful rise time measurement can be performed. This is not considered as a disadvantage, as the
rise time in air discharge is determined by the drop of the arc resistance, and the arc physics is
independent of the specific model of ESD generator.usedther possible limitation which was

not investigated further is the nonlinear effects, such as the usage of a ferrite in the ESD generator
which may lead to nonlinear effects at higher charge voltages. However, as the same ferrite would
be used in coact mode, such nonlinear effects could be captured during the contact mode
calibration. Overall, the proposed method combines the advantages of only modifying the test setup
slightly, with directly measuring the step response, such that it may enablercoda practical

air discharge calibration method.

7.4.9 Conclusion

A calibration method is proposed in tisisctionfor an ESD generator air discharge measurement.

The method is based on the step response which is realized by using a Mezttadyrelg. The
experiment has shown very good repeatability for discharge current and field measurement. The
Mercury relay measurements are highly repeatable, and it excludes any arc effects. Thus, the data
shows the effect of design choices within the ESD gemerantact mode specification. This
method has the potential to be a calibration meth@h&SD generator in air discharge mode.
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Chapter 8: Improved Test Practices

Michael Heaney, Amaon Lab126
Dr. David Pommerenke Graz University of Technology

The IEC 610084-2 standard is a compliance test: it describes the minimum ESD immunity many
consumer electronics products must pass to comply with legal requirements for sale in a country.
However, the IEC 61008-2 standard saysothing about the field reliability of products that pass

this compliance test: the test cannot predict the ESD reliability of the products in the hands of
customers! Companies that make and sell consumer electronics products need to predict the field
reliability of their products, to satisfy customer expectations, meet warranty requirements, and
preserve company brand reputations. This chapter explains a new technique to test products and
analyze the test results that enables accurate prediction of theek&iility of these products in

the hands of customers. This new technique is not intended to repldE€tG&0004-2 standard

butmay prove useful guidance for future updates of IEC 64320

8.0 Voltage Levels

People commonly associate ESD wittaades accumulated by walking on carpet and touching a
doorknob However, it has been shown that the voltage levels acquired from walking on carpet are
often much lower than voltages obtained from:

- Standing up from sitting in a chair
- Removing a garment, shi@s a fleece jacket
- Handling of plastic materials

For the removal of a sweater, voltages of >kR@volts have been observed in dry air, and while
performing experiments which tried to maximize the voltage, voltages oki#odlts have been
measuredvhile handling Nylon clothing materials. These extreme values do not indicate that each
device should be tested to 25 orldl@volts, but they are a reminder that voltages of *kii&volts

can occur in rather ordinary circumstances (removing a sweatedpnwinter day). In setting a

test level, the manufacturer should consider:

- The likelihood of electrostatic discharges at a certain voltage level, which will depend on
the surroundings, such as: consumers may use devices in a wooden house where the
capacitance to ground is low (leading to higher voltages), in dry air during winter, in an
automobile, or in an office environment.

- The consequences of the ESD (such as soft failure or damage).

- The usage of the device (safeglated, medical equipment, tamotive, consumer
electronics).

The test voltage levels in IEC 610@2 (2008) are based on the synthetic fabrics line of Figire
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Figure62: The maximum value of electrostatic voltage to which a person may be charged while in contact with
syntheticfabrics (according to Figure A.1 of IEC 6108).

Note that there are no data points on this graph, nor references to sources, nor experimental
information, nor any explanation of how this graph was m&dean attempt was made to try and
reproduce he experiment. Figuré3 shows the data from that experiment (red circles), the
maximum voltage envelope of the data (green line), and the synthetic fabrics line oBRifhiue

line).
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Figure63: The measured values of electrostatic voltage to whimdrson may be charged after contact with synthetic
fabrics (red circles), the linear envelope of these data points (green line), and the IE@-@1®@&imum value of
electrostatic voltage (blue line).

This experiment was done in an environmental charab80 °C. The person charged themselves

by putting on a synthetic fleece jacket, rubbing the jacket, then removing the jacket. The voltage on
the person was measured with a Trek 341Bcmmtact electrostatic voltmeter with a range of 0 to
20kilovolts and an accuracy of better thad olts The lowest voltage data points at each humidity
correspond taveakrubbing of the jacket, while the highest data points at each humidity correspond
to aggressiveubbing of the jacket.

Note the significant differences between the results of this experiment (BR)ued Figures2 of

IEC 610004-2 (2008). In this experiment, at 70 % RH, no amount of rubbing would produce a
body voltage greater thdnkilovolt. According to Figuré?2, at 70 % RH it is possible to produce

a body voltage greater tharkitovolts. In this experiment,t&% RH, it was easy to produce a body
voltage greater than 20lovolts. According to Figuré2, at 5 % RH it is impossible to produce a
body voltage greater than kBovolts.

In summarythese experimental resuftaggest the test voltage levels in IET004-2 (2008) are

not realistic. It was decided to determine the voltages levels and frequencies that real handheld
consumer electronics see in the hands of customers. A survey was conducted of smartphones, e
readers, and tablet computer users in tiAUThe survey was planned and carried out with the
assistance of a professional survey company. A total of 41,906 devices were surveyed, covering
every state in the USA. Users were asked to estimate the length and frequency of sparks to their
devices ovethe pastyear anddescribe if any type of device failure had occurred as a result. The
ESD breakdown voltages were estimated from the reported spark lengths using the interpolated
curve in Figures4.
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Figure64: ESD breakdown voltage vs spark length.

The voltage and frequency data give the field ESD cumulative distribution shown in €&gure
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Figure65: Thecumulative distribution of ESD voltages in the field, based on a consumer survey of smartphones, e
readers, and tablet computers in the USHe point at 30 kV is added as an estimate of the maximum field ESD.
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These data show that ESD voltages greater thail@lts do occur in the field, and about 2 %

of the field ESD is above lovolts. This is consistent with the experimental ressliewn in
Figure63. These data also show that about 5 % of field ESD voltages are greater kilaudlt.

These results show that testing to a maximum voltage dfildBolts is neither realistic nor
representative of field ESD. It is proposed to chahgerecommended air discharge test voltages
to 4, 8 and 1%kilovolts, and, if covering rare extreme events is part of the quality goal, to test at 24
kilovolts.

8.1 Number of Test Points

The IEC 610064-2 standard (2008) specifies that each equipmaaiéutest (EUT) should receive

at least 10 discharges at each test voltage level. No reasons are given for this specification. The
field ESD cumulative distribution in FiguB5 shows that the probability of an ESD discharge to a

EUT in the field decreasesgnificantly with voltage. For example, the probability of an EUT in

the field seeing a discharge between 0 akiibyolts is about 16 times greater than the probability

of the same EUT seeing a discharge between 10 akitb¥blts. These results shotat doing 10

test discharges at every voltage is neither realistic nor representative of field ESD. It is proposed to
do more test zaps at lower voltages and fewer test zaps at higher voltages. The optimum ratios were
worked out by RenningeRen199%.

where:

i = thetestvoltagenumbersubscripts: Y= 4 kV, \b = 8 kV, etc.
Ni = the optimumnumberof testzapsat testvoltageVi

N = thetotal numberof testzapsat all testvoltages

F =thefraction of field zapst thevoltagerangeV,.1Vi

L = themaximuntestvoltagenumber, e.g. L = 4

The IEC 6100&4-2 standard (2008) also implies that each test location of the EUT should receive
10 single discharges. This does not make sense. In the field, some locationsdn #re touched
much more frequently than other locations. Figusedépicts the data from the same consumer
survey of smartphones;readers, and tablet computers in the USA.
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Figure &: The frequency of ESD discharges onto different parts of handbetiimer electronics products in the
field, based on consumer surveys of smartphonesagers, and tablet computers in the USA.

These results show that doing 10 discharges at every test location on the EUT is neither realistic
nor representative of fieldESD. Every test engineer will intuitively select ESD test points.
Connectors and user interface devices, such as screens, knobs etc. will intuitively be given priority.
This methodology substitutes the intuitive test point selection by a systematicdpjoreahance

the correlation between field ESD locations and test ESD locations. If the information on locations
that are subjected to ESD by the user is available, it is proposed to do more test zaps at test locations
that see more field zaps and fewesttzaps at test locations that see fewer field zaps. To simplify

and generalize, consider four groups of locations as a useful approach:

1 Groupl (82 % of all zaps Openings that customers will touch frequently: buttons,
USB jacks, audio jacks, chargipgrts, etc.

1 Group 2 (7 % of all zaps): Openings or seams that customers will touch infrequently:
speaker holes, microphone openings, housing/mating seams, etc.

1 Group 3 (5 % of all zaps): The scrggoth touch and netouch screens)

1 Group 4 (6 % of all z8s): Surfaces: the back of the device, etc.

Here it needs to be reiterated that this is a concept that can be used as a quality tool in developing

ESD test requirements and predicting field failure rates within a company. This is not intended to

become madatory nor to be included in the IEC 6160Q test standard.

The IEC 6100&4-2 standard (2008) defines a test for the performance of electronic equipment
when exposed to predefined electrostatic discharges in a specified laberaiooypyment busays
nothing about how these test results correlate with the performance of the same electronic
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equipment when exposed to real electrostatic discharges in the field. Electronic equipment
manufacturers and users need quantitative estimates of the tgliadiectronic equipment when
exposed to real electrostatic discharges in the field, before this equipment is deployed in the field.
Renninger [Ren1993] developed a technique for doing this. Applying his work to the ESD survey
data gives:

Y p ™XeB Qo0
where:

-Rif = the predictedlower limit on thefirst-yearfield reliability

-0.1765 =theaveragenumberof zapsper smartphone/ereader/tablperyeary thefield
(thesurveydata)

-i = thetestvoltagenumbersubscripts:Y = 4kV, \b = 8kV, etc.

-L = themaximuntestvoltagenumber, e.g. L = 4

-fi = thefraction of zaps" thevoltagerangeVi.1ViN thefield (surveydata)

-fmax = thefraction of zapsaboveV, N thefield (the surveydata)

-pumax = the upperlimit on the probability of devicefailure at V>V h

-pui = theupperlimit onthe probability of devicefailure at Vi, obtainedby solving:

6A ‘ .
@& A PN 0

where:

-ni = thenumberof failuresat voltageVi
-N; = thenumberof dischargesat voltageVih
-C =theonei sidedconfidencdevel

An ESD Calculator was written that helps plan an ESD test, analyzes the test results, and predicts
the field reliability at a chosen confidence level. Taagbtaind use this calculator:

1. Download and install the free CDF Player:
www.wolfram.com/cdiplayer/

2. Download the free ESD Calculator:
https://drive.google.com/open?id=1XNc7GlOnGait85PIpx8kIkOISY7pES
3. Start up the CDF Player,

4. From within the CDF Player, open the ESD Calculator, and

5. Followthe directions in the ESD Calculator.

8.2 Redudng the Variation of Discharge Currents during Air Discharge Testing

In the interest of improving the reproducibility of air discharge during IEC 6#a0D&SD testing,
different methods are investigatedttreduce the variation of the spark current during air discharge.
As the variation is caused by the interplay of the statistical time lag and the approach speed, methods
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are investigated that provide initial charge carriers for the avalanche initiatiom la¢ginning of
sparking. These methods include ionizers, cold plasma, humidity, exposure of the electrodes to UV
light, different electrode materials, and surface shapes. While most of these methods reduce the
variations of the spark currents, only sora@ be implemented during testing. The strongest effect
was achieved by using cold plasma and by one surface material found in a gasket.

8.2.1 Background

The IEC 61004-2 ESD standard describes both air discharge and contact mode testing. Contact
mode dose not reflect ESD outside the test lab, but its reproducibility is better. Further, the IEC
610004-2 standard does not contain a calibration method for air discharge. This, and the low
reproducibility of air discharge, led to suggestions to remove arfdia r ge from t he s
mandatory requirements. However, if this step would be taken, many DUTs would not be tested for

air discharge. As most critical test points are-nonducting (knobs, switches, displays, gaps in

plastic enclosures, wires) the EStandard would lose its ability to hold ESD induced field failures

to a low level.

Introducing a calibration for air discharge of ESD generators has been investigated by multiple
authors [sh2016 Yan2018. The methods either try to stabilize the spark.avoid having a spark.

The method proposed iilYygn201§ and as dicussed in Section 7Measures the step response of

the ESD generator in air discharge mode. As this fully characterizes the ESD generator, it provides
a suitable calibration method of BSyenerators in air discharge mode. Practical testing requires
further considerations. The waveform is not only determined by the linear step response of the ESD
generator, but also by the time dependent spark resistance.

It is known that ESD air dischaggcurrents vary strongly from ESD to ESD even if the approach
speed, electrode and voltage etc. are kept constant. This is caused by the interplay of the statistical
time lag and the approach speed. This phenomenon is well undeRtot®p5, Pom1993

Every spark gap has its static breakdown voltage. This is the minimal voltage at which a breakdown

can occur . For homogeneous fields the static |
law. This leads to 2.81m at 10kilovolts and 1.2mm at 5kilovolts. If sharp edges or sparks gliding
on plastic surfaces are involved the static b

law [Zzhou2018. The core aspect of the static breakdown voltage is that a breakdown can occur,
however, it does notecessarily happen right away. To initiate the spark, initial electrons are needed
[Mor1953, Meel97B If there are no initial electrons and the electrodes are approaching, then the
gap can close further until a breakdown occurs. This is illustratEdyume 6. If the gap closes,

e.g., at 1kilovolts from 2.8mm to 2mm before a breakdown occurs, the current will rise faster,

and reach higher peak values once the breakdown occurs. This is caused by the increased field
strength within the gap. Examplessafch measurements are shown in Figée 6
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Figure @: Human discharge currents from a person holding a metal piece for different spark leefgjths.
lllustration, Right: Measured currents.

In an environment in which initial electrons are widely available, the gap will breakdown once the
field strength reaches the static breakdown field strength. If the operator repeats an air discharge at
typical approach speeds of 0.01mlis the interplay of the statistical time lag and the approach
speed can lead to large variations of the discharge currents. This is caused by variations of the spark
length. If this effect is observed or not depends on thag®] and the availability of initial charge
carriers that can initiate the avalanche breakdown of the spark.

If clean metal electrodes are used, e.gtamlesssteelair discharge tip of an ESD generator and

the ESD current target, the variability is strong for voltages larger thkdovdlts and diminishes

above 1X%kilovolts [Fri1999. The smaller variations observed at the low end are probably caused
by the fact tht discharges at lower voltages are not gas discharges, but discharges that take charge
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carriers from the metal surfaces, and at higher voltages the edges at the current target will provide
initial charge carriers.

Initial charge carriers can also be po®d by a variety of mechanisms that are discussed in greater
detail in this white paper. Examples are humidity, sharp edges, UV light etc.

While a proposed method that has the potential to be a calibration method for ESD generators in air
discharge exist[Yan201§, it is still desirable to reduce the discharge to discharge variations during
testing. One approach is to create an environment that has a large density of initial charge carriers.
Thes will initiate the spark once the field strength reachesstatic breakdown value of the gap.
However, this may be impractical during testing, and a lesser goal can improve the testing. Any
modification of the test method that reduces the likelihood of #les&ostatic dischargésat have
extremely short sparks will improve the test result uncertainty.

8.2.2 Experimental Setup

In this white paper, a variety of methodseinvestigated that can improve the repeatability of the

ESD discharge. All of the methods provide initial charge carriersctease the likelihood that an

ESD occurs at a spark gap distance that is at, or not much shorter than, the static breakdown distance.
The experimental investigation captures discharges from an ESD generator to a current target, or
from a modified currentarget having a sharp point. The current is analyzed by its peak value,
variability, and maximal current derivative. Then, different methods are used to influence the spark
development, such as shining UV light onto the gap to create initial charge scardethe
photoelectric effect.

This white paper compares the different methods and identifies solutions that will improve the
repeatability of air discharge.

The variability of the spark current is caused by the interplay of the statistical timedidagean
approach speed. An obvious choice would be to reduce the approach speed, such that the spark will
occur at the distance which is given by the static breakdown value. However, this would require very
slow speeds, often less thamin/sedFri1999. The alternative is to create a sufficient number of

initial charge carriers such that the breakdown occurs at the static breakdown distance, or at distances
that are not much shorter.

There are a variety of methods to create initial charge carriers. ddrese externally provided, or
be delivered by the electrode itself.

Methods that provide ions from the outside are listed below:
1 lonizer. An ionizer provides a stream of ions. These can be atl@gebalancednegative or
positive ionghatdominatethe ion flow

1 Cold plasma gurA cold plasma is a neaquilibrium plasma. Its electron temperature is much
larger than the ion temperature. Thus, it is not physically hot, and can be touched. Cold plasma
[Plasmd is often used to disinfect surfaces or tovateplastic surfaces before gluing them. The
cold plasma gun is similar to an ionizbutthe ion density is much larger.

1 Radioactive material®\n alpha or beta decay material will create initial charge carriers. This is
often used in smoke detectarsd in low jitter (Krypton filled) spark gaps. Due to the complexity
of handling radioactive materjdhis was not investigated in this study.
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T UV light or laser The photoelectric effect will create charge carriers. Hatieer a low pressure
Hg lampor a UV lasercan be used. Both emit photons in the range ondM.0However, a laser
can focus a much larger photon density on the gapcandhfluence the spark development
strongly.

1 High humidity. It is known that water molecules attract charge carriers as the water molecule is
highly polar. In a rather low field strengttme charge carriers can detach and initiate a spark.
This effect causethe humidity to have a very strong impact the statiscal time lag. Thus,
applying moist air may reduce the time lagdthus stabilize the spark developmpabs1985.

Methods that provide charge carriers from the electrackelsted next:

1 Graphite ESD generator tift is known that graphite has a stgpelectron emission even at
rather low field strength. It has been used as fast reacting overvoltage pnapatk gap since
the early days of telegrapliyev1982 Sta199§

1 Gasketslt has been observed that different gasket materials, such asohadrimam gaskets,
help to initiate a spark at lower field strengiine gasket material is glued, using a conductive
glue, to the ESD generator tipesides such gaskets, other surfaces such as steel wool, copper
wool etc., have been investigated.

8.2.3 MeasurementSetups

The experimental setup captures the discharge current. At first, the data is analyzed by visually
inspecting the variability of the waveforms. Numerical analysis quantifies the variation of the
maximal time current derivative (mdai/dt)) of the discharge current. This measure was selected

as it is closely related to soft failures and the rise time of the pulse. Three different electrode setups
were used, see Figur®.6The first uses a standard ESD current target, the secona addsted

tip to the target, and the third partially covers the target with Mylar tape. The second setup was
selected as most DUTs will have sharp edges, e.g., at the PCB. The last setup was selected because
practical air discharge testing nearly alwayprapches plastic or glass surfaces to allow a spark to

glide on the surface of the insulator and possibly reach a grounded metal part. It was selected to
confirm that such discharges lead to slower current derivatives compared to discharges in air.

Figure ®: Measurement setup: (a) Current target mounted into a shielding enclbdWMgldr tape partially
covering the current target to mimic structures having the spark travel along a plastic surface.

The discharge currents were measured by the current target and an oscilloscope inside a shielded
enclosure. The bandwidth of the measurement system is mainly limited by the oscilloscope
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bandwidth. A 2GHz oscilloscope was used to capture most wavefornsctSiata, used for the
statistical analysis i®ection8.2.4was captured using a T3Hz oscillescope.

8.2.4 Measurement Results Current Waveforms

The fastest rising currents are obtained if the statistical time lag is long at higher ajspests
The approach speed was manually kept approximately constant aroamds&@.

A 13 GHz oscilloscope was used to obtain the reference data when the ESD generator discharged

to the flat surface of the current target (see Fig)e The test was regated 100 times. The test
environment was at 20 % relative humidity and 23 °C. A low humidity was selected as this

aggravates the problem of repeatability of the air discharge. Any effect observed by a method to
improve the spark repeatability would be eweore efficient at higher humidity.
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Figure70: Current waveforms without using any methods to stabilize the waveform at +8 k\8 &id 100
waveforms have been captured and the maximal current derivative extracted.

The maximal current derivative issed for the analysis as the maximal current derivative often
correlates to the soft failure threshold for electronic systems. The figure also shows the range of the
maximal current derivative (di/dt) for each discharge. They are obtained from either ft6th

30 repeated measurements. The initial investigation using 30 discharges provided preliminary
judgements on the effectiveness of the methods.

As it is not possible to present all the data, a selection was chosen such that the dominating effects
are illustrated. Figur@l shows current waveforms obtained while exposing the spark gap to cold
plasma. The maximal current derivative is limited immeak range from ~2A/ns to 4A/ns.
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Figure71: Current waveforms using cold plasma to provide external initial charge carrier&tarti-8 kV.

Commercial ESD generator tips are usually made from stainless steel. Polished stainless steel has
a lowelectron emission for a given field strength. In contrast, graphite is a strong eleittiedg,

Stal1998. A graphite tip was machined to replace #tainlesssteeltip. The current waveforms

using the graphite tip are shown in Figid2e The graphite i only helped to stabilize the waveform

at negative polarity. This can be explained by graphite being an electron emitter.
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Figure72: Current waveforms using the graphite tip atk¥8and-8 kV.

Another data set presented here was obtained using a gasket, shown i73gitinea picture of

the gasket material used shown in Figude This fabric over foam gasket covered the ESD
generator tip during the discharges. It greatly stabilized the spaalkion. With respect to the test
standard, it would be an easy change to modify the ESD generator air discharge tip by covering it

with a gasket. The exact mechanism and surface properties of this gasket have not been clarified
yet.
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Figure73: Current waveform obtained using a gasket to cover the tip &Y-ethd-8 kV.

#4

Figure 4: Gasket Material Larid cf100

8.2.5 Maximal Current Derivative Distributions

The data shown in the Figuré8to 73 give a visual impression of the variations andrtfies the
max (di/dt). A statistical analysis of the distribution of the current derivative values gives further
insight into the effectiveness of the methods investigated.

It had been shown that spark discharges having spark lengths closestatithéreakdown gap
distance have current derivatives of a few A/ns for voltages relevant to system level ESD testing in
the range from 2 to 1&lovolts [Pom1995, Pom1993In air discharge testing of an ESD gun against

an ESD target, the current derivatmay reach hundreds of A/ns. During product testing, the range
of variation will depend on the shape of the surface and other parameters. However, if the air
discharge occasionally leads to a very large (dadt) value, failures may occur that are chéw
reproduce. Thus, it improves the test result uncertainty if the statistical distribution of the current
derivativesdoesnot contain very fast rising events. The methods used to stabilize the spark
initiation have been statistically analyzed by obswythe distribution of maxdi/dt) with special
attention to very fast risinglectrostatic discharges

It is not possible to show all distribution functions (multiple voltage levels and both polarities).
Thus, only those have been selected which indicate successful stabilization of the spark initiation.
The data shown in Figure&k and 76 are based on 100istharges. The green bar shows the
distribution using thetainlesssteelair discharge tip. The current derivatives are broadly distributed
and include discharges having > 18@s max(di/dt). This data can be considered as the reference,

as the data isaptured using the method outlined in the IEC 610Q@0standard. A graphite tip was
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machined having the same dimensions asttialesssteeltip. Graphite was selected as it is known

to have a strong electron emission under rather low surface fiehdjttse ev1982, Sta1998 For
positive voltageghe graphite tigblue baryemoves most of the very fast rising discharges, but the
distribution is still rather broad. The effect is much more pronounced for negative charge voltages.
Here, the initiations clearly driven by electrons from the tip. Graphite being a good electron emitter
led to discharges having low méd/dt) values. For negative charge voltages, using a graphite tip
was nearly as effective as using cold plasma (not shown in the figaaher method selected for
Figures75 and76 was the usage of a gasket. This foam over fabric gasket (2 mm thick) was used
to cover the air discharge tip. The surface materials and microscopic structure of the gasket material
have not been investigatechd gasket material stabilized the spark initiation strongly, as is shown
by the red bars in Figur&% and76.

100 + 8 kV
20 I Stainless steel
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0 60
c B Gasket
3 40
O
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Figure75: Maximal current derivative distributions for different tip materials at + 8 kV.
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Figure76: Maximal current derivativeistributions for different tip materials aB kV.

8.2.6 Comparison of theMethods

This study forms an initial investigation into methods that might be used to improve the
repeatability of an air discharge in the IEC 61:@0P standard. The data was aipied on a limited
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number of discharges in just one humidity condition. However, the data already indicates possible
paths to improve the repeatability. The data is summarized in able

The maximal current derivative ranges af®wn,and the effectiveess is compared for each
method at positive/negativekdovolts. All methods, except using graphite for positive voltages,
show some effect on the rise time stabilization. However, the effectiveness varies, and the
complexity of implementation varies gtBa According to this limited data set, the methods that
provide external charge carriers can limit the rfdhédt) to below 10 A/ns. But those methods may

not be practical for engineering tests. For example, water mist helps to stabilize the waveforms,
most likely due to the electron affinity of water molecules. However, one cannot expose a DUT to
water mist. he graphite only helps to stabilize the waveform for the negative voltage.

The strongest effect was achieved by exposing the gap to cold plasma during the discharge.
However, due to the creation of NOx gases, it would require good ventilation. Théasoidpnay
also interact with circuits, because it is created by a high power ultrasonic piezo device.

The UV laser used in this experiment provideth\W of optical power. However, the wavelength
of 240nm can causdeoxyribonucleic acigDNA) damage if iman skin is not protected. Similar
arguments limit the use dbw-pressuremercury lamps. Here, a 150 lamp (AC power
consumption) was used.

lonizers may provide a practical method, as well as covering the ESD generator air discharge tip
with a fabric wer foam gasket. Further investigations are needed to determine if these are good
options.

Table6: Effectiveness Comparison for Different Methods
Max(di/dt) [A/ns]

Method Method / Comment
At +8 kV At -8 kV
Stainless steel referenc( 4.3~203.2 2.6~157.3 | Reference based on IEC 6160Q
Cold plasma 2.8~3.7 2.0~3.8 Effective, creates NOx
lonizer 2.7~4.0 1.6~3.1 Effective
UV laser 2.9-5.3 1.8-3.6 Efggg;’fe’ avoid eye and skin
Moist air 3.2~45 0.7~3.3 Humidity very high fog conditions
Gasket 2.0~7.8 1.3~8.3 Effective and easy to implement
Graphite 3.5~174.9 2.5~8.7 Only effective for negative voltage

Depends on the DUT geometry, n
Mylar tape 1.3~4.5 1.5~13.9 practical as change to theC
610004-2 teststandard
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8.2.7 Summary

This section improves understanding of air discharge testing, its related problems, and may lead to
an improved IEC 6100@-2 standard. The research points at possible solutions to the problem of
bad reproducibility in air discharge testing. Multiple methto stabilize the spark initiation during

air discharge testing have been investigated. Testing compared the maximal current derivative
during the air spark to the reference event,
discharge tip anthe ESD current target. All methods, such as UV exposure, cold plasma, using a
graphite tip, high humidity, and modified surface materials, improved the reproducibility. However,
only the usage of an ionizer and modified surface materials may be udegDitesting.

8.3 Testing Inside a Shielded Room

ESD testing is often performed inside a shielded room. The shielding of the room has no effect on
the testing, reflections of the electromagnetic waves in the room are also not critical as the distance
from the ESD generator to the DUT is much smaller than the path from the ESD generator to the
walls and then to the DUT. However, the grounded metal walls change the capacitance of the HCP.
A larger capacitance of the HCP to ground nreluencethe test redts if the HCP to ground
voltage is relevant. For example, if a keyboard is tested by discharges to the HCP (indirect ESD
testing), then the ESD generator will charge the HCP to a voltage which is determined by the
capacitance r at i ointeontl capdcinc&®dthegHER te grauhdacapacetance.
The keyboard, here assumed to be grounded, will see a diffefeitt EThe capacitance of the

HCP to ground is also affected by any DUTs or support equipment that are placed upon it. If this
equipmet is grounded, e.g., via a power cord, the capacitance of the HCP to ground will be
increased by the test equipment that is placed upon the HCP. This change is part of the specific test
setup, and not of concern. However, increased capacitance duept@xheity of a metal wall

should be avoided.

In a displaydown test situation, a phone for example, the capacitance from a small phone to the
HCP is in the range of 5000 pF, this is the same range of the HCP to ground capacitance. If there

isadischarg t o the phoneds back side, then the volt
ringing is over, so the voltage after a few nanoseconds) is determined by the phone to HCP
capacitance, the ESD gener at or O0dcapaataneerimtad cap

case the voltage across the display will vary with HCP to ground capacitance (and with the flatness
of the dielectric insulator).

For most DUTS, the effect of the HCP to ground capacitance may not be critical as they do not react
to discharge to the HCP. However, an adequate distance to metal walls should be maintained.

8.4 Humidity

Humidity only affects air discharge, contact mode is not affected. The charge decay on the surface
may be affected, however, within the-85 % RH rage this may not be such a strong effect.
Secondary ESD may also be affected. For homogeneous field disshraiggaresthe effect may

be large, but most practical secondary ESD structures will have sharp edges, or plastic surface
guided spark paths. Thuke effect of humidity on the secondary ESD will be low, as the time lag
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is dominated by the edges or plastic guided surfaces [Wan2014]. Still, the present
temperature/humidity range allows rather large variations which may affect air discharge.

8.5 Charge Removal

The underlying idea of the IEC 610d€R test standard is that every ESD is unaffected by a
previous discharge. This relates to software; all error corrections should be completed before the
next ESD is applied, and to electrostatics; anygd®introduced from a previous ESD should be
removed.

Often there is confusion about the best method of charge removal, for example:

- If an ionizer is used during the testing to remove charges after the ESD, does the ionizer
change the air discharge spaiRoes it change the secondary ESD occurrence or severity?

- How long will an ionizer take to remove the charges?

- Canone connect a high impedance ground strap to the DUT while testing? Or does one need
to remove the ground strap for each discharge?

With respect to attaching a ground strap during testing to the DUT, one should consider two possible
effects of the ground strap:

- The attached conducting structure may affect the current distribution during the ESD. This
will be the case if the wire haslang section before its first high impedance resistor is
included into the wire. A wire <5 cm should not cause any concern as the capacitance of a
< 5 cm wire to ground is probably < 2 pF and the propagation delay along the section is
several hundregico-secondsThus, a wire that contains a high voltage, high impedance
resistor after < 2 cm should not affect the current distribution during testing in any
significant way and it can be left attached during testing. An alternative is to use a
conductive granding using a high impedance wire, such as a carbon fiber. For example, if
such a wire has a resistance of >llotkm/m it is most likely invisible from an RF point of
view. SuchwiresareusedinEMi el d sensors to connelBQ t he
voltage to an analyzing instrument.

- The attached wire will change the time constant of the discharge of the DUT. This is the
goal of introducing the wire. However, if there is secondary ESD in a power supply then it
may take time for the secondary E®Ddevelop. Thus, the time constant should not be too
small. A time constant of 1 ms will not influence any secondary ESD. A value often selected
is 1 meghm, however, if the DUT to ground capacitance is 100 pF, then this leads to 0.1
ms time constant, aalue a little bit smaller than the suggested value. Forrdzsona
discharge resistance value of 18@gphm seems more appropriate. The hEphm can
be created by placingrhegohm close to the DUT and 10@eghm at the other end of the
wire. This may lead to a mechanically more suitable structure as a smalégphm can
beused;the voltage drop across this resistor will be rather small due to the series connected
circuit. The secondary ESD case may neethé&urexplanation. Consider a DUT that is only
Agr ounde d o-brickiwhich & conreeteel to awire power cord. In this case there
may be no DC return path from the DUT to the ground. Now the ESD to the DUT will
increase the voltage inside the polwack which may lead to a breakdown inside the power
brick. This is a commonly observed secondary ESD situation. The power brick may be
damaged and fail, or worse, overvoltage the DUT.
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After considering the effect of charge removal methods that are amhligng the injection for

their possible effect on the ESD current it is suggested to simply use a static voltmeter to test if the
charge removal method used (e.g., wire, brush, ionizenasgh If the static meter shows that the
charges are removed t010 % of the initial charge value one can reasonably assume that the
remaining charge has no effect on the next ESD pulse.

8.6 Multiple Pulse ESD

Although it is known that a real ESD often consists of a series of pulses, it is reasonable to base a
teststandard on single pulses independent of each other. Due to software correction and recovery
it is plausible to argue that those series of pulses with millisecond time spacing will act differently
than pulses which have seconds of time spacing. One teedssider two aspects:

- Multiple pulses mainly occur if discharges from the skin are considered, discharges from a
metal part usually have one dominating pulse and much smaller pulses which follow.
Humanmetalpulses are much more severe than HBM pulbes, it is reasonable to base
the testing on the more severe case although it shows mainly one pulse

- The fact that an air discharge often consists of a series of pulses has been well documented.
In general, the first discharge transfers most of the chargas the longest rise time and
the largest peak value. Later discharges have faster rise times, but lower peak values. The
reason for having multiple discharges is that the spark may extinguish if the current falls
below a value on the first dischardes the finger approaches the sparkigeites at a lower
voltage.The initial spark may have created a hole in the insulation of the skin, such that the
rise time isfasterupon reignition.

8.7 Documentation

8.7.1 Discharge Current

An advanced ESD stam level test setup captures the discharge current during testing. Here a
current clamp, such as arR6B/F65A, is a good choice for capturing the current with sufficient
bandwidth, and capturing the current using a flat frequency response such tloitatipe shown

by an oscilloscope can be expressed as curren
impedance. Any probes having a strong frequency dependent transfer impedance in the relevant
frequency range from about 1 MHz to 1 GHz may recauim®re complex deconvolution to convert

the captured voltage to the current waveform.

The current measurement serves the following purposes:

- It can be used to verify the ESD generator o
to test at a low @ltage, such as P5volts and at the highest voltage of Rfovolts. The
two voltages are suggested as the typical failure mechanisms in the high voltage relays can
cause either low or high voltage waveform problems. If the relay is worn, thus, itstsonta
have eroded over many ESD pulses, the low voltage waveform changes. However, the
waveform at &ilovolts for example, may still be OK. If an insulation problem occurs in
the ESD generator it is visible at the high voltage setting. Thus, these twgevigteels
cover the most common failure types in ESD generator relays.
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- If a DUT failure is observed during testing and the waveform is recorded, much better data
is available for root cause analysis. For example, in an air discharge, it is quite common tha
the waveform will vary strongly. Thus, if the waveform is known which caused a failure it
may help to understand the reason or the correlation to ESD test levels. This knowledge will
also help in understanding spdéss ESD discharges as they occudigplays angrovide
information in disputes about passing / failing ESD tests between OEM manufactures and
system integrating companies.

- Secondary ESD can be detected from the discharge waveform.

8.7.2 Video Recording

A problem often seen is a disputevoeén an OEMand a system integrator about passing or failing

an ESD test. While there can be many reasons for test result variation, it is certainly not helpful if
the test documentation is insufficient. It is known that the approach speed, and thé dregeS®
generator, routing of cables etc. can all affect test results. To improve the documentation, add a
video recording to the ESD testing. Labs have placed video recording equipment on flexible arms
such as the ones found in dentist office. Thislgadiows moving the camera to the region of
interest. The camera will then record:

- Test setup
- ESD generator approach and location
- Parts of the DUT response.

These systems can be foot activated, such that the recording only captures thesetevalst. If

no error occurred, the recording may be disregarded. Such a system should be combined with a
current measurement using a current clamp around the tip of the ESD generator, or at least on the
ground strap. This captured current could then beladed with the failure, such that the test report
shows the video, the current waveform of the ESD that failed the DUT and possibly the DUT
response.

8.8  Robotic ESD Testing

ESD testing can be performed by hand, robotically supported hand testiriglly\aadtomated. In

hand testing the operator will perform the testing and observe the DUT for failure indications. In
robotically supported testing the robot will perform the testing. However, the operator will observe
the DUT for failure indications. Ifully automated ESD testing the robotic system will perform the
testing, DUT supervision, DUT reset etc. See Figute 7
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Figure77: Robotic IEC 610081-2 test system (courtesy of ARVww.amberpi.cor

8.8.1 Advantages of Robotic Testing

Repeatability

Air discharge testing depends strongly on the length of the arc. The length of the arc can vary
significantly even for the same test point andh@& same voltage. Those variations are partially
statistical in nature, but also are influenced by the way the approach is performed. The rise time
will be lower, and the peak values will be higher on average for faster approach speeds. Some
careless paule even drag the charged air discharge tip across the product (being in contact with the
plastic surface) to see if a discharge occurs. This is a very risky practice, as this can lead to an
unrealistically low air discharge rise time. It is importantdaateol the approach speed (straight to

the point of expected discharge), and to control the angle that the ESD generator is held.

The robotic system allows every test parameter, such as, approach speed, angle and discharge point,
to be precisely contratd and accurate.

Test depth

The advantages in test depth mainly come from a large number of consistent discharges. The
number of zaps per test point is set to 10 by IEC 6UBR0There are brief periods of time in which

a DUT is much more sensitive t&B, and ten discharges is a very low number to capture rare
failures (or windows of opportunity) that happen only at certain condition of a DUT during normal
operation. A larger number of discharges (in the range of 100) at each test point with good
repeadbility provides more statistically reliable test results.

A DUT is usually controlled by a DUT controller that sets the DUT in many different modes of

operation. Automated robotic testers enable tests of such various modes of operation without
interrupton or skipping some modes, which happens frequently during manual tests.
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The voltage is often set in large increments, like 2, 4, &ild®lts and only pass or fail is reported.

It is important to know pass or fail, but it is just as important to kitn@ifailure level. Classifying

pass or fail based on a large test voltage separation can cause inconsistency in the passing (or failing)
level. For example, if a DUT's real passing voltage i08@dlts It can pass at one test lab, but

easily fail at a different test lab.

Documentation

All test actions can be recordeditomatically andoulled out as necessary. This can help in
understanding correlation analysis of failures and test parameters, such as discharge waveforms.
Simulator waveform verification can be integrated into a test flow, and drifts can be flagged from
long term trend ronitoring. It is possible to integrate a current measurement into the testing, such
that the ESD current of each pulse is recorded, and the current waveforms which caused an ESD
failure are included in the test documentation.

Test speed
Test speed advtage can get larger for a complicated test flow that requires many different actions,
or when the number of test pointshigh, or the number of same test samples is large.

8.8.2 Disadvantages of Robotic Testing

The main disadvantage of a robotic teshesdifficulty of automatically monitoring various failures

and the programming of the test points. Manual tests may be required to understand the types of
failures for proper automatic failure detection by a robotic tester, or the robot is used ftalrkepea
testing, while an operator observed the DUT for failures. In addition, few companies offer robotic
test systems and the cost of such systems may be prohibitive for many companies.
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Appendix A: Body-worn Equipment

Dr. David Pommerenke Graz Universty of Technology
Marathe Shubhankar, MS&T EMC laboratory
Yingjie Gan, MS&T EMC laboratory

The core difference between the postures assumed for IEC-@1D0diman metal discharge and

a discharge to a wearable device is the impedance between thedchadgeand the grounded
structure discharged to. This leads to much higher currents for theyshages Zho2018, I1sh2015,
Ish2016, Ish2017 and Koh2018d]he difference in impedance is a result of the geometry. This is
especially true for the waistorn device in which a larger portion of the body is close to the
grounded structure, thus the geometry forms a much lower impe¢agber capacitanceyhich

will lead to higher currents, see Figuké.

Human -metal Brush -by

GND GND

FigureAl: Different ESD scenarios for Brusly andHumanmetalDischarge

The discharge currents for different positions of the bedyn devices at kilovolt are shown in
FigureA2. The peak current for the boayorn devices are higher than themanmetal discharge
case. The current for the waigbrn device can reach levels twice as high as irhthmeanmetal
dischargescenario as shown in Figuie.
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FigureA3: Dischargecurrent for Humanmetaland bodyworn devices at different voltage levels.

When the voltage level increases, despite the variability for the air discharge, in most cases the
current will be higher than 3.75 A/kV as specified for contact mode ESD. Trentlievels of the
body-worn devices measured in the brishscenarios indicate the IEC 6168 standard setup

is probably insufficient for ensuring the robustness of badyn devices.

The capacitance variations need to be investigated for the cases when there are clothes or a plastic
enclosure between the device and the human body. Data for a moist thin cloth or direct contact lead
to similar waveforms. A dry insulating cloth and théadabtained using a 0.5 mm plastic insulator

show similar waveforms at Kilovolt as shown in Figuré4. The insulation between the device

and the body changes the total capacitance, but little effects were observed on the peak value or the

rise time.
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FigureA4: Discharge current for different connections at 1kV for waist worn device

The impedance formed by the body and the vertical ground plane can be used to determine the step
response under the assumptions that the spark acts as an ideal switcbaaity. [The impedance

IS measuredsing a vector network analyzer different positions of the boelyorn devices (see
FigureAb) using a coax connection having the same dimensions as the ESD current target to ensure
similar postures during the impedamoeasurements and the current measurements.

Frequency [GHz]

FigureA5: Measured Impedanceor different positions of the wearable devices versus Frequ@iserve the
capacitive behavior at lower frequencies, and the more complex behavior atftéghencies caused by the local
geometry around the discharge point.
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By assuming that the spark is an ideal switch, the current can be reconstructed using the measured
impedance. Al kilovolt step voltage source is used as excitation, the reconstructethtsufor

different positions are shown in Figuké. The larger value of the current peak of the simulation

data results from the assumption that the spark is an ideal switch. Simulations that model the actual
time dependent spark resistance using Romped Wei zel 6s spark resista
better match to the measurements. For a system design, the main lesson is that the currents can be
much larger than the currents during the IEC 618@Xesting for the same voltage. The reason is

the localimpedance, which is much higher fohandheldmetal part, relative to waist mounted
metal.
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FigureA6: Comparison of currents obtained using PSPICE with measurements for different positions of the wearable
devices and Hmanmetal dischargecenario al kV.

Theimpedance can be approximated as an RLC circuit as shown in RAiguide parameters in

the RLC models are tuned to achieve the best match with the measured impedance for each position,
the values of the RLC parameters are shown in TableC1 describes the capacitance of the body

to ground. It dominates the impedancedetbr in the frequency range from 1 MHz to 200 MHz.

C1 /A -."v“h‘v"‘k““/" -—
C=100 pF
o | R1 | AANA, o~
o S ol A
R2 L1
Term1 —) { R=40 Ohm  L=3nH
Num=1 C2
Z=50 Ohm C=10 pF

FigureA7: RLC model foHumanmetal Discharge
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TableAl: RLC Parameters of the Wearable Devices Modeling for Differenti®asit

Positon R1 [ R2 [ C1[pF] C2[pF] L1[nH]
Waist 240 24 220 150 4
Arm 380 20 220 125 9
Head 220 24 150 40 8
Wrist 350 29 120 20 8
H-M 240 40 100 10 3

After developing the linear parts of the models, the spark resistance is taken into consideration

during the simulation. It has been shown that Rompéded z el 6 s | aw can provid
for the spark resistance having a spark | engt|
A I
00 —
¢+ . EO AO

wherei 0 is the spark resistance at tiféis the spark length, and is a constant that is reéat
to the gas pressure and type. Typically={©0.5~1) pmta j 6 O.

An example is given for the waistorn position at 1kilovolts when the constant value is set to
™ prm aj 6 Oforthe Paschen case, see Fighe
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FigureA8: Simulated and measured current for waistn device at 10 kV,+2.7 mm, Kr=0.5e40 | | "l.

The current levels for the bodyorn devices can be twice as high compared to the discharges from
a handheldmetal or the contact modEC 610004-2 specifications. This indicates that testing of
body-worn systems according to the IEC 618D@ standard maunderestimate the real risk. Two
possible solutions may ensure product quality. The first solution would be to use a higher voltage
level in testing bodyvorn equipment. This will correct for the current magnitude, but it may cause

a breakdown through @stic gaps that would not happen at the actual voltage. The second solution
is to develop an ESD generator that better reflects the currents seen-wdradyguipment.
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Appendix B: Display Testing

Jianchi Zhou, MS&T EMC laboratory,
Dr. David Pommerenke Graz University of Technology

B.0 Introduction

An electrostatic discharge can cause soft and hard failures of displays and touch Koe012]
Kim2011, Li2106]. It is not possible for the sk#o penetrate the glass, however, a variety of entry
and coupling paths exists between the ESD and the display or its driving cisbi2G1[6].

The spark may reach the metal frame which is part of a flex cable connected display. If the edge
encapsulaon of the glass layers suffers an electrical breakdown, the spark may enter between the
glass layers at the edge of the display into the touchscreen or display. If the display is not surrounded
by a weltinsulated structure, the spark may reach thedédte, which connects the display to the

main board. The spark may also reach other metallic structures around the display, such as the metal
frame not connected to the display

Especially in cases in which the spark can reach the flex cable or theldatapsetween glass

layers, it will damage or upset the display. However, many designs surround the display with
insulating structures, such that no direct discharge to a grounded structure is possible. For such a
well-designed display, no sparking woudd observed if a discharge to the display is attempted
using an ESD generator in air discharge mode. However, not observing a spark often leads to the
false conclusion of not having a current flow. The approaching ESD generator tip can cause surface
chargng that can reach currents of up toalfperesvith <1 ns rise time.

During the IEC 6100@-2 test the DUT is placed on a 0.5 mm insulating sheet, which is on the
horizontal coupling plane (HCP). For discharge points on the back side of a phone this lead
situation in which the display is facing the HCP. The capacitances formed between the phone and
the HCP varies a lot depending on the on the size of the phone, its screen flatness, and the flatness
of the insulator which may deteriorate over timbdeTregions with high local capacitance will
receive more current, leading to reproducibility problems. Additionally, the possible corona at the
edge of the phone can contribute several amperes to the current at higher voltage.

The discharges to the pholead to a large displacement current flowing through the display. This
current has multiple paths to the body of the phone: via the touch electronics, via the display
electronics, and directly to the body of the phone. As these currents can rescpex®(at 8 kV
contact mode) they can lead to upset and damage of both the display and the touch layers.

The flatness of the insulating spacer is important. Currently, many laboratories use plastic that tends
to wrinkle. This changes the distance to IRéT. If a polycarbonate plastic is selected, then a flat
surface is created. It is suggested that for all tests in which the 0.5 mm thick insulator is used, a flat
polycarbonate surface should be required.
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B.1 Spark-less Surface Discharges

The corona currg which spreads across the surface of the glass will cause a rapid change of the
surface potential on the glass surface. This rapid surface potential change will cause a displacement
current to flow via the capacitances to the inner structures of thieydispich as, the touch layer

or the display layer. These spdéss current paths are illustrated in FigBde

Discharge tip

I

Flex cable

Driver IC \ :

Surface glass

1

!
L
)

Touch panel

LCD module
PCB body

1 Discharge current flows on the glass surface

' Displacement current flows into the display

FigureB1: Sparkless surface corona current and displacement current paths into the.difigl@65 current probe
is placed arounthe discharge pin.

The discharge current measured by tiebFeurrent probe at different voltage levels and polarities
are shown in Figur82. Because the displaysd surfaces usu

such as glass or plastic, and dischaugecur while a charged human is moving toward the display,
air discharge mode was applied for this investigation.

The peak currents and total charges increase with discharge voltage level. The positive discharge
current (about 1amperest +12kilovolts) could be four times larger than the negative one (about
T2.8amperesati 12 kilovolts) while the rise time is sirt@r (about 1 ns).
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FigureB2: Discharge currents for different voltage levels and polarities, ESD generator discharge in air mode, 0.3
m/s approach speed: (a) positive and (b) negative discharge. Each voltage level was tested two to three times for
repatability resulting in multiple waveforms for each voltage level.
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Lichtenbergbés dust figure method can be used t
charges after surface discharging. An example is shown in Fgfifer positive and negate

discharges on a displajArea A is the corona discharge close to the electrode. In area B the
streamers generate many branches, which are electron avalanche channelB3R@udetails a

single branchTypical negative dust figures do not show latsing, see FigurB3 (b). The sizes of

the negative dust figures are much smalléis is due to the lower speed of the ions compared to

the fast electrons dominating the positive discharge.
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FigureB3: Typical dust figures for (a) positiy@ote whitecircle is a 35 mm diameteand (b) negativénote round
area in photo is 15 mm diameted)scharges on a display.

In summary, sp&rless surface discharges on displays can inject up @miieresof discharge

current at hundreds gdicosecondsise times which may upset or damage the display. These
discharge currents depend strongly on the polarity, voltage level, approachinghsipeieddy, and

t he sur face gl ass characteristics. The det ai
Characterization and Modeling of Surface Discharging for an Electrostatic Discharge (ESD) to a
Liquid CrystalDisplay(LCD)0 [ Gan2017] .

B.2 IEC Test for Display Face Down

The general saip situation is shown in Figui4. The phone is placed on the HCP. The discharge
to the body of the phone will force displacement current from the body of the phone to the HCP
and via the resistive / inductive netwersf the display and the touch layers to the HCP.

Possible
ground connection
Displacement Displacement Displacement
current to touch current to LCD  current to bod

TFT substrate |
Touch [ A\

Glass
Cover glass

! | 0.5 mm insulator

FigureB4: General setup of a phone or tablet in the display down configuration and indication of possible current
paths.The F65 current probe is placed around the discharge pin.
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The currents dependrshgly on the flatness of the insulating layer. The experimental results
comparing the discharge currents when the cell phone is under different configurations, as shown

in FigureB5, reveals the capacitance variations. The currents are measured uBi6§ aarrent
probe.

Phone placed on the insulating layer flat (65pF) m

Phone placed on the insulating layer
using a spacer(30pF)

100
80

80+
? g0l z 60 2o Indicatiorj of corona
[ -—
o 5]
5 40F E
O 8kV 8

20+

4kV
0] 20 40 60 80 0 20 40 60 80
Time [ns] Time [ns]

FigureB5: Currents for different arrangements of the phone.

A nonlinear current rise around 20 ns after the peak, indicating corona discharge, is shown in Figure
B5. Corona is a process that does not repeat well, this will also lead to the low repeatability of test
results if the response of the display is affettedhe corona. Thus, test setups which are prone to

corona should be avoided. In general, corona caused by surface discharges on the thin plastic layer
covering the HCP need to be considered for higher voltage ESD.

For higher test voltages, the voltagavween the HCP and the phone is large enough to cause corona
discharge on the insulating layeshown in FigureB6. Surface discharges will cause additional
currents at the edge of the phone and can spread multiple centimeters away from thErgtone.

to starting, the 0.5 mm insulator needs to be free of any surface charge.

Surface corona discharge

0.5 mm insulator

metallic HCP

FigureB6: lllustration of the surface discharges along the top surface of the insulating layer used on top of the HCP.

The charges deposited on the surface can be visualized by using the Lichtenberg dust figure method.
An example of such charge deposition measured &il@¥olts is shown in Figurd7 and Figure
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B8. The phone is lifted from the HCP after discharge anditis¢ depositedlhe surface discharge
begins at around 2@s after the initial pulse and, according to the measured data, adds tens of
amperes which can increase the likelihood of fused bridges in the touch screen layer and other
damage or upsets in theuth and the display.

The corona discharges form trdee structures. Their propagation velocity is about 1 mm/ns and
they can contribute to several amperes of additional current. A detailed photo is shown in Figure
B8.

FigureB7: Distribution of chages on the insulating layer after discharging to a phone (display down). Charges
deposited by corona discharge are visible outside the area the phone was placed in (white box).

down).

As discussed previously, thpsidedowntest situation is somewhat unrealistic, as few phones or
tablets will be placed on a flat metal surface in a display down position. Besides beingptimreal

the test setip may also lead to difficulty in reproducing results as the capacitance depends strongly
on the thickness and flatness of the insulator used on the HCP. Increasing the insulator thickness to
5 mm is suggested for display down testiagtas more realistic to real usage. There would be less
capacitance variations due to the flatness of the insulator. The corona will be less likely to occur
due to lower field strengthBewer failures of the display would be expected, allowing intraafuct

of advanced display and touch technologies faster. This only reduces the failure rate for the present
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unrealistic face down test. The ESD risk caused by discharges to the displayléspaik still
included in the test sequence of the IEC 618@0standard as air discharge to the display must be
performed.
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Appendix C: Investigations into Triboelectric Charging of Cables

Dr. David Pommerenke Graz University of Technology
Marathe Shubhankar, MS&T EMC laboratory
Yingjie Gan, MS&T EMC laboratory

C.1 Investigation on Triboelectric Charging of Cables

In this appendix, the details regarding the measurement sequence and the relationship of cable
charging to CDE events is discussed.

C.1l1 Test Preparation andDiscussion

Inside a climate chamber, a Faraday cup was used to measure the charge that cables accumulated
after they had been rubbed against a sweater for about 5 seconds. The test sequence included:
1. Store all materials inside the chamber for at least@#shto allow the humidity to

equalize within the materials.

Rub the cables against a sweater for a few seconds.

Measure the accumulated charge using the Faraday cup.

Repeat the measurement five times to check repeatability.

Adjust the environmental conatins in the chamber to test repeatability and dependency
on humidity.

6. ldentify the highest charge and voltage levels.

a e

As shown in Table C1, four different sweaters were used, each having a different level of charge
affinity (as based on the triboelectrieres). Even though the main cable of interest in this work
was USB 2.0 (29 cables tested), other cables wereesiteut(3 USB mouse cableg]igital visual
interface(DVI) cables, 2 coax cables, 2 coax RG400 cables, 6 banana cables, and 2 power cables)
In total, 47 cables were tested.

Table C1: Sweater and materials according to the |§tadsn from https://www.alphalabinc.com/triboelectric

series)

Sweater Ingredient Char(?]%zf)ﬁnity
Orange sweater 100% Polyester -10
Brown sweater Wool and Nylon mix (50/50) +30

Black SV\[/)eater A& Wool and Acrylic mix (50/50 -10
Black sweater 100% Cotton +5
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As is shown in Figure C1, the measurement setup consists of a charge cup loaded by a 10 nF
capacitor. The charge accumulated on the cable, and the corresponding voltage, are obtained from
Eq. (1) and (2), respectively.

Qcable = CFaradanyu;V Dwv (1)
V, = /C cable (2)

cable-Plug-in-Scenario cable

Where Garadaycup= 10nF and Ganis=20pF. Ganleis the capacitance of a cable to ground or the
capacitance between a person holding a cable

Figure C1: Measurement sagp, charge cup, and high impedance amplifier

To understand the uncertainty of the results;hetest was repeated five times. Five different
humidity conditions were studied as well. Although all tribocharging experiments on materials of
normal daily use show large variations, it is of interest to identify general relationships between the
chargeand environmental conditions. The experimental results, effect of materials on charge,
empirical relationship between charge and-lugb temperature, functional relationship between
charge, relative humidity and temperature are explained in det&&n2(17.

C.2 Relationship to Cable Discharge Event (CDE)

To convert the charge levels into a voltage, a capacitance value must be assumed for the capacitance
of the charged cable to ground. Based on measurements, 20 pF was selected. For any other
capacitace value, the voltages would scale inversely to the capacitance. Using 20 pF, voltages
were obtained for the pldig cable discharge event. Figure C2 shows maximum and minimum
voltages generated, versus wet bulb (WB) temperature, in USB cables foratkiswvEigure C3

shows maximal and minimal generated voltages in all cables and four different sweaters. The
largest voltage among all cables wasilovolts, wet bulb WB) = 6 °C by the combination of
coax_b58 (RG400) cable amige Brown sweaterThe lagest generated voltage for USB 2.0 was 4
kilovolts under WB = 6 °C, usinthe Orange sweaterA secondary thought is needed to estimate

the risk of upset or damage to an electronic system caused by inserting a cable charged to these
voltage levels. Athis study specifically focuses on USB 2.0 cables, one needs to take the connector
specifications and the resulting pin sequencing into account. This is explained further in the USB
cable plugin measurements section of Chapter 2.
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Figure C3: Maximum and minimum generated voltages with different sweaters versus WB temperature using 20 pF
cable capacitance.
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Appendix D: ESD Generator Fulkwave Simulation Models

Ahmad Hosseinbeig, MS&T EMC laboratory
Dr. David Pommerenke Graz University of Technology

D.1 Full-wave Based ESD Generator Models

Full-wave modeling of system level ESD is of interest for predicting ESD behavior in complex
systems.A full-wave model solves an electromagnetic problem by implementing Maxwell's
equations. Thus, it contains the coupling between the time changing mdgphetand the time
changing electric fieldn most cases the prediction is not absolute, but relative, asking if a design
variant will improve the robustness, and if yes, by how much.

A complex system consists of multilayer PCBs for the electronic €eard/or the system
mechanical design of the device, including the connectors, LCD, battery, and chassis. In order to
be able to simulate ESD phenomena in a complex systemsvaafudl model of the ESD generator
should be used. The full wave model may i@ the coupling of the transient fields, or it can be
limited to just injecting the ESD discharge current. By using thewalle model of an ESD
generator, the field coupling to the system can also be predicted. If the simulation of ESD is done
to predit a soft failure in the system, then the field coupling from the ESD generator should be
considered in the simulation in most cases. Differentiviale ESD generator models have been
presented [Cen2008Yan2003 and€Can2006a]. In the model presented infj@@03] which can be

used with standard electromagnetic softw&@8T Microwave Studip the structure was excited

with a step function with a 1 ns rise time. In difference to a real ESD generator that does not model
the relay and its associated low pa#ers. Thus, radiation of strong ESD transient fields, with
frequency components higher than 300 MHz caused by the fast voltage collapse (with 50~100 ps
rise time) in the relay, was not considered in this model. A highly detailed model which was based
on afinite-difference timedomain (FDTD) method has been presentetMarj2003. In this model

(Figure D1), the currents and fields from an ESD simulator in contact mode were obtained by using
the geometry and charge voltage. In the FDTD algorithm, thedependent material properties

were controlled to model the physical stages of charging and discharging. This model shows the
best accuracy, however, it required time dependent materials which are not a standard feature of
most EM software.

A more detailedull-wave ESD generator model considering the details of the relay and the low
pass filter has been presented in [Cai2008] (Figure D2). Although this model was verified by
comparing some simulation results with measurements, the injected current irge grtaund

plane was naothe sames measurement (Figure D3). In [She2014], avilaye model of the ESD
generator was developed and it was combined with the IC behavioral model to predict the failure
of an 18 MHz D flipflop IC.
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Figure D1: E® geneator model in [Wan2003].
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Figure D2: ESD generator full wave model overview [Cai2008].
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Figure D3: Simulated and measured (a) ESD discharge current, (b) induced loop voltage [Cai2008].

Although ESD generators from déffent manufacturers have almost the same injected current, they
may excite significantly different electric and magnetic fieli®1998. Thereforefor a full-wave
model of an ESD generator to be able to simulate the transient ESD electromagnetith@elds,
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model should be created based on the real ESD generator of interésa2D0§|, a full-wave

model for the Noiseken ESD generator has been presented (Figure D4). This model was developed
in Computer Simulation TechnolodST) Microwave Studio andauld simulate the discharge
current and transient fields of the ESD gen
components such as the relay, capacitor unit, coil, ferrite rings and polyethylene disks were
accurately modeled in this work. This models verified by comparing the simulated and measured
discharge current and induced loop voltage. A-fitdve model of the Teseq ESD generator has

been created in CST Microwave Studio by MS&T EMC Laboratory in 2011 (Figur&/merhis

model can simulaténe transient electromagnetic fields precisely since the main components of the
generator such as the relay, RC block and coil are considered in the model.
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Figure D5: Comparison of the simulated and measured (a) discharge current, (b) induced loop voltage at O degree
with 10 cm distance [Liu2009].
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Figure D6: Fll-wave model of Teseq ESD generator.
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Figure D7: Comparison of the simulated and measured (a) discharge current, (bjliloaycvoltage at 10 cm
distance for Teseq ESD generator.

If the ESD injection into a complex system is investigated, the transient fields of an ESD generator
are often not necessary. Itesoughto consider only the ESD injected current in the-fuive

model. For this case, another ESD generator model wasogdedeby MS&T EMC Laboratory

which has reduced dimension (63x) and volume (90000 x) compared to the Teseq ESD generator
model. Figure D8 (a) shows the small ESD generator model. Due to its very small size, the less
complex ESD generator model is suitabbe modeling ESD injection into complex systems
consisting of PCBs where there are many thin traces, vias, dielectric layers and passive components
with affordable runtime. A comparison between the ESD current injected by the Teseq and the
small ESD generats to a metal plate is presented in Figure D8 (b). A good agreement between the
injected currents from both small and big models is observed.
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Figure D8: (a) Fulwave model of small ESD generator, (b) comparison of the injected current by Tessnadind
ESD generator models.

Besides using the fulvave models of ESD generators in simulating ESD in contact discharge mode,
these models can also be used in simulating air discharge ESDu2011], the Noiseken ESD
generator model presented iy2009 has been used to simulate an air discharge ESD into an
MP3 player (Figure D9). In this work, the linear ESD generator model was combined with the
nonlinear arc resistance model and the currents and fields in air discharge mode were simulated
(Figures D10 and D11). In the presented method, first tpar8meters of the linear section of the
circuit were obtained from the fulVave simulation. Then, they were combined with the nonlinear

part of the circuit in SPICE. In this method, thgp&@ameters ere obtaineance,and they could

be reused when only the arc parameters were chang&i0di7], two methods of simulating the

air discharge ESD current and fields have been presented by using the Teseq ESD generator model
developed by the MS&T EMC Labatory. The setup, which consisted of a discharging rod, is
shown in Figure D12. The first simulation method was adtep process in which the impedance
between the tip of the rod and the ground was first simulated and then they were combined with the
arc model in a circuit simulation. This method was the same as the work presehiad0i ] but

the ESD generator model and the measurement setup are different. In the second method, the
simulation was combined with the arc resistance of Reviipzzel (RW)directly by exchanging

the voltage and current information in every time step. In this method, the tratsctramagnetic
co-co-simulationof CST Microwave Studio was used to simulate the currents in the discharging
rod. The simulation simultaneouslp$ ved Maxwel | 6s -domanandithemsc i n t h
resistance equation to estimate currents and fields for a given geometry, voltagelandthrdt

was shown that the simulated currents and current derivatives obtained from the presented methods
matched well with the measurement results.
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ESD Generator Model
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MP3 Model
GND Plane

DUT: AMP-3 Player

(@) (b)
Figure D9: (a) Fulwave model of the Noisek ESD generator and MP3 player (air discharge mode), (b) location of
Z11 port [Liu2011].
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Figure D11: Measured and simulated magnetic field at 5 cm away from the discharge point [Liu2011].

When a fullwave ESD generator model is useditowdate ESD into a complex system, the proper
solver of the full wave electromagnetic simulator should be used. Both freqaenidyme domain
solvers may be suitable. Each offers a set of advantages.

If the geometry can be gridded into hexahedral dritsaning that grid lines are parallel to the X,Y

and Y coordinates, but the distance between grid lines can change throughout the volume) then time
domain solvers might be superior relative to frequency domain solvers as the time domain solvers
can solveather large volumes without facing memory issues. Additional advantages can be offered
by different methods to reduce the number of cells after initial gridding. Here each vendor has its
own methodology, such as sghdding, partially filled cellsand tre 'lumper' in the transmission

line method that combines cells and often reduces the number of cells by 99% or more.

If the structure has curvature or, e.g., two PCBs are arrange@Qtangle to each othethe
hexahedral grids will need very many cells. In these cdsmgpuency domain solvers will be
attractive. These offer automatic iterative meshing and often lead to more accurate results. Both
methods allow the inclusion of linear and HAorear circuitcomponents. This can be achieved by
calculating the linear part of the geometry first to create a lingar&neter description that is then

used in a circuit level time domain simulation in conjunction with thelim@ar components, or
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the inclusion ofhonlinear components can be performed in lgtkp during a time domain full
wave simulation. This whitepaper cannot give a judgemetwhich methods are superior, it can
only encourage reseainly different methods and to identify the best methodtfe specific
problemat hand.

CST Microwave Studio has two different time domain solvers: finite integration techfitie

and transmission line matrifLM). FIT is based on a consistent discretization scheme of an

i ntegral f or m oswhil&ELM isbakeld dngshe anglagybetiveemfield propagation
and transmission lines where the computational domain is considered as a mesh of transmission
lines interconnected at nodes. The main difference betweentihesiene domain methods from

the u®r point of view is the discretization of the structure. Unlike FIT, TLM utilizes agsialoling

based on the geometry which avoids discretizing the regions which do not need fine grids. Therefore,
for structures consisting of regions which are not ne¢oldet meshed with fine grids, using the

TLM solver can save computational space and time. For some structures, both FIT and TLM take
almost the same time and space, but for some structures the only possible solver which can be used
is TLM. As an example ahe FIT and TLM usage, the Teseq ESD generator model of Figure D6
discharged on a ground plane is simulated. The simulation information is summarized in Table D1.
The comparison between the ESD injected current obtained from TLM and FIT solvers are given
in Figure DB.

Table D1: Simulation information for the Teseq ESD generator discharged on a ground plane solved by CST FIT and

TLM solvers.
CST Solver | # of meshcells # GPUs used| Simulation runtime
FIT 58 10° 2 10 minutes
before lumping | After lumping .
TLM . , 4 10 minutes
104i 10° 4i 10°
25
Discharged current [A] ;
20 Aopeeeeeees Fe— e S S LT ST
10 4]---- : g oo
: i |——R_tip [FIT]
LI | R O foneniennee 2] = R_tip [TLM] [--eseeeeeesensees
D _J H _ H H
-5 i : i ; ;
0 10 20 30 40 50 60
Time [/ ns
Figure D13: Comparison between discharged current on a ground plane obtained by CST (a) FIT and (b) TLM
solvers.
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Recently, MS&T EMC Laboratory worked on fwllave modeling of the secondary discharge in
complexsystems such as electronic deviddsuf20174 The developed model consists of the-full

wave model of the Teseq ESD generator, a decorative metal in which ESD is discharged in contact
mode, a metal screw mounted on the decorative metal and a currenatargettance from the tip

of the screw. The distance between the current target and the screw is considered as the spark gap.
One of the main challenges in developing this model was controlling the initiation of the arc resistance.
In the circuit modeleof the FW simulator, a switch is used to control the on/off state of the Rompe
Weizel (RW) model. This is shown in FiguredDThis switch is necessary since the RW model does

not have any explicit dependence on the Paschen valueqnresdecision making control to cause

the initiation of the arc resistance. More details of theviale model can be found iMar20174

Table D2 summarizes the simulation results of secondary discharge parameters with the measurement

results.

Figure DX4: Switch-controlled RW model implementation in the circuit modeler of CST.

Table D2 Comparison of simulation and measurement results for the secondary discharge on the decorative metal

[Mar2017a].

Parameters for 6 kV at 0.8 mm spark gap Measurement | Simulation
Primary charging current peak 20.96 A 18.98 A

Primary charging current rise time (269%0%) 650 ps 550 ps

Secondary ESD peak current 68.73 A 82.18 A
Secondary ESD current rise time (20%0%) 550 ps 520 ps

Statistical time lag between tpeimary

charging current and Secondary ESD 61.1ns 5.05ns
Paschen breakdown voltage 3.910 kV 3.910 kV
Peak metal plate voltage 5.58 kV 4.74 kV
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